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20 THE AMERICAN BLACK CHAMBER 

umes of copies of telegrams to read there the authentic 
record of his machinations. There too I found the thrill- 
ing stories of the seizure of the Panama Canal, the Vene- 
zuelan incident Vhen America was on the verge of war 
with England, and other great moments of American 
nationalism. I was again sitting on a flour barrel in 
the village bakery, listening to intrigues of the vivid past 
as recited by the baker, an exiled German nobleman. 

Were our diplomatic codes safe from prying eyes? 
Who knew? From the pages of history I had had 
glimpses of the decipherer who could unravel military 
and diplomatic cipher telegrams. Other countries must 
have cryptographers. AVhy did America have no bureau 
for the reading of secret diplomatic code and cipher tele- 
grams of foreign governments? 

1 As I asked myself this question I knew that I had the 
answer to my eager young mind which was searching 
for a purpose in life. I would devote my life to cryptog- 
raphy. Perhaps I too, like the foreign cryptographer, 
could open the secrets of the capitals of the world. I 
now began a methodical plan to prepare myself. 
f j I quickly devoured all the hooks on cryptography that 

could he found in the Congressional Library. These 
were interesting but of no practical value. Next I 
searched Edgar Allan Poe’s letters for a glimpse of the 
\ scientific- treatment of cryptography. These were full 

of vague boasts of his skill — nothing more. To-day, 

* f looking at cryptography from a scientific point of view, 

• for the American Black Chamber has never had an equal, 
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I know that Poe merely floundered around in the dark 
and did not understand the great underlying principles. 

At last I found the American Army pamphlet on the 
solution of military ciphers. This pamphlet was used as 
a text-book for a course in cipher solution at the Signal 
Corps School at Fort Leavenworth. The book was full 
of methods for the solution of various types. The only 
trouble was that the types of cipher it explained were so 
simple that any bright schoolboy could solve them with- 
out a book of instructions. I was at the end of the trail. 

It was obvious I would have to do my own pioneer 
work. I began at once. Due to friendly connections 
previously established, I had no difficulty in obtaining 
copies of code and cipher communications dispatched by 
various embassies in Washington. Progress was slow, 
for the clerical work incidental to the solution of mes- 
sages is enormous. (Later I was to have fifty typists 
busy making elaborate frequency tables. ) Some I solved 
and some I did not. But I was learning a new science, 
with no beaten path to follow. 

One niglit, business being quiet, I was working on the 
solution of a cipher when I heard the cable office in New 
York tell the White House telegraph operator (we used 
the same wire to New York) that he had five hundred 
code words from Colonel House to the President. As 
the telegram Hashed over the wire I made a copy. This 
would be good material to work on, for surely the Presi- 
dent and his trusted agent would he using a difficult code. 

Imagine my amazement when I was able to solve the 
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World War, the President sent a mission into Russia, 
-i" headed by another of his favorites, George Creel. By 
this time all code messages filed with the cable companies 
. came to me in a routine manner, and so simple to solve 

r '-i* 

were the American Mission’s secret dispatches that they 
were. used as elementary examples in the training of 

• m * 

. I ' student cryptographers. . 

/ / * r 

^ - For months now, I had been working on the solution 
■* . the .American diplomatic code, which progressed 

slowly but surely. The clerical work incidental to its 
-* solution was uninspiriug but unfortunately necessary. 

i *■ 

'Aside from this I was making notes as I slowly chiseled 
out words here and there, for it was my aim to write an 
/ exhaustive treatise on this problem and hand it to my 
. v superior. I shall not explain my methods. To do so 
would reveal the character of the State Department 
J yr code book which of course can not be done. Further on 

< •iYj j 1 ■ . 

we. shall follow the scientific analysis and solution of the 

■ «v ■ ' , 

- codes and ciphers of foreign governments. . 

During these years from 1913 to 1917 many faces 
passed before me. Among them Mr. Lansing, who was 

■ Secretary of State, stands out vividly. Iraraacu- 
**Jjately dressed, gray hair, a short mustache, and the blank 

\y^iace, of a faro dealer. In a., deuces* wild poker game, 
. v -I mused, he should hold his own with even Mont Mull, 
S c^or at least with Salty East, our two village poker sharks. 
'^?Had Secretary Lansing not been tied to a tyrant school- 
y jT;* 'master and represented in London by an Anglophile, 
history might well have been changed. 
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26 THE AMERICAN BLACK CHAMBER 
disting uish ed audience present, I requested, in the name 

of the State Department, that the wire from Galveston, 

Texas, the cable from Galveston to Vera Cruz, the tele- 
graph wire from Vera Cruz to Mexico City, hi held 
open. A few minutes after seven the operator at Gal- 
veston said, “Here you are, forty words from Mexico 

£:.\ ' City/*:.' >•" ^ W 

jV. “What is it?** demanded Daniels. >r; y : 

: “The message you are waiting for,” I replied and 
t turned to my typewriter, beginning to copy. 

A« the sounder spelled out the code words. Secretary 
Daniels began in a solemn voice, “Gentlemen, we are 
now receiving the most vital message ever confronted by 
this Administration.” ■ • r . - 

I deciphered the message and handed it to them, 
Mexico refused. They actually turned pale, hut had 
the good sense to run to the President. 

All this time my work on the decipherment of the 

American diplomatic, code was slowly progressing. At 

last I laid some one hundred pages of typewritten ex- 
position before my immediate superior, 

“What’s this?” he asked. 

“Exposition on the ‘Solution of American Diplomatic 
Codes,’ ” I replied. V' 

? “You wrote it?** 
i X “Yea.” 

“You mean to say our codes are not safe?” He turned 
j, A t *1 don’t believe it” 

\ uiV ' W“Very well,” I answered. “This memorandum repre- 
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when I was in London studying cryptography with the 'i-v? 

1 British, an English Colonel told me that Captain Hitch- 

ings, their most brilliant cryptographer, was worth four " r ";^B 
divisions to the British Army. „ 

• Judging from the letters I found in the files of the -SpE 
. ^ ‘ War College, nearly-every one in the United States had 

dabbled in ciphers. The authors of these letters were 
either offering their services, or had a new and inde-^^S 
cipberable cipher that the government should iirunedi-'v^p 
ately purchase. \ j. 

J j / 7 From among the former I quickly selected a few'^ | 

’ scholars who appeared to have a superficial knowledge of 

0/ OM-T’k/ c ^P^ crs » ant ^ ordered them commissioned . ? 

r t ' •£ The spectacle of an eager thin-faced lieutenant, sur - l 

j'tuwM&J rounded by 

a group of scholarly captains, was indeed a klgjg 
noteworthy sight, and I was obliged to submit to a great £ 
nr. ****** deal of good-natured raillery. However, they seemed && | 
to enjoy my energetic illiteracy, which they kindly ® j ■ 
termed “native intelligence,” and I was amused at their |g* ? 
eagerness to master the principles of cryptography. 

Here was a problem not found in the classroom, and not ^ % 
many of them would succeed. Scholarship, I suddenly^ | 
discovered, was nothing more than the capacity to ab- g 
sorb learning. These scholars were faced with a quite £aR 
different problem, for* there was not a great deal of *,36 
learning to absorb. They would be obliged to make jj|j | 
their own discoveries. For this reason most of them were Jg | 
dismal failures. . ' £ 

The first of these captains to arrive was Dr. John M. VIS * 



(Ir. v. r.******' 
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40 THE AMERICAN BLACK CHAMBER 

United States and England, pass these secret messages. 
Close by thii cable, at the bottom of the Atlantic, lay 
German submarines. The cables can not be tapped, but 
by stretching other wiies alongside for a distance of 
■ewrul hundred feet telegraph operators stationed in 
the submarines can copy the passing messages by indue- 



• No wonder the memoraDdum horn the Assistant S[eo- 
zetazy of State frightened the War Department! The 
Chief of Staff made a personal request far a prompt re- 
port. . ' . f A* - 

Upon invertigatioa, I learned that a copy of the War 
Deportment code book hod been stolen in Mexico during 
our punitive expedition in 1016 and that a photograph 
of this was reported to he in the hands of the German 
Government. * Furthermore, I discovered from actual 

tests that because of the technical construction of the 

■ 

code, it could be salved within a short time by the inter- 
ceptors even though they were not in possession of the 
book. 



^ but 1 doubt that it was token very seriously. However, 
the opinion of the British Government was held in re- 
spect and inasmuch as England had reported the un- 
safety of communication! which m lit be kept secret^ I, 
. was ordered to drop everything end revise the entire, 
I system of War Department codes and ciphers, 
t I promptly chose a mania the State Department Code 

Boom whom I considered heat qualified to follow my 
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directions, and tempted him with a commission. I wished 
him to take immediate chaige of a subjection which 
would compile codes and ciphcis. I had no intention of 
being overwhelmed with the details of this work for I 
had much else before me. In a very short time the sub- 
section was efficiently functioning with ten clerks assist- 
ing the man who had been put in charge. The arrange- 
ment was wholly satisfactory for the work was being 
done well, and I needed to devote no more than an hour-., 
each day to reviewing some of the more important de- 
tails. ' - ■ 

This subsection prepared codes, ciphers, tables, etc., 
for communication with Military Intelligence officers, 
special agents. Ordnance Department agents, military 
attaches. General Bliss of the Supreme War Council, 
the commanding officer of American Forces in Lon- 
don, and General Pershing. 

The compilation of codes and ciphers was, by General 
Orders, a Signal Corps function, but the war revealed 
the unprepared ness of this department in the United 
States. How much so is indicated by a talk I had with a 
higher officer of the Signal Corps who had just been 
appointed a military attache to an Allied country. It 
was not intended that attaches should actually encode 
and decode their own telegrams, but as part of an in- 
telligence course they were required to have a superficial 
knowledge of both processes in order that they might ap- 
preciate the importance of certain precautions enforced 
in safeguarding our communications. 
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When the new attache, a veteran of the old Army, 
appeared, T handed him a brochure and rapidly went 
over some of our methods of secret communication. To 
appreciate his attitude, the reader should understand 
that the so-called additive or subtractive method for 
garbling a code telegram (used during the Spam’sh- 
American War) is about as effective for maintaining 
secrecy as the simple substitution cipher which as chil- 
dren we read in Poe’s The Gold Bug.' 

He listened impatiently, then growled: “That’s a lot 
of nonsense. Whoever heard of going to all that trouble ? 
During the Spanish-Amcrican War we didn’t do all 
those things. We just added the figure 1898 to all our 
figure code words, arid the Spaniards never did find out 
about it.” 

He outranked me greatly or I might have added that 
we were not at war with medieval Spain but with 
twentieth-century Germany, who had gathered the 
brains of her empire behind the greatest war machine the 
world had ever seen. 

Amazing as it may seem, his attitude was characteris- 
tic, even at the Front. One of the young officers whom 
we had trained confirmed this when he arrived at General 
Headquarters in France. He had received his instruc- 
tion and practical experience in my bureau. Having 
observed the necessity for revising the War Depart- 
ment’s communications in this country, he was eager to 
^leum whether the codes and ciphers of General Pershing 
in use at the Front were safe. 
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AT THE WAR COLLEGE 43 

The first thing which this young officer did after arriv- 
ing in France was to induce his superiors to intercept by 
wireless our own radio code and cipher messages along 
the American sector. These codes and ciphers were used 
to transmit the most secret and important messages and 
by those who employed them they were considered safe. 

Without any knowledge of the American method of 
encipherment, the young officer solved these messages 
within a few hours. The system was wholly inadequate 
and as a means of insuring secrecy was little more than 
a farce. 

Through decipherments of German intercepted cipher 
messages, our Cipher Bureau in France knew that the 
enemy maintained a large staff of skilled cryptogra- 
phers. All radio messages of the Allies and of the Ameri- 
cans were intercepted and sent to the German Cipher 
Bureau for attack. If this young American officer, who 
was still merely a student cryptographer, could solve 
these messages, the German cryptographers, with their 
long experience of code and cipher solution, without 
question had also solved and read these telegrams even 
more quickly than he. And once the system was broken, 
the enemy could solve every message as easily as the 
person to whom it was addressed. 

AlS it happened, the contents of this particular de- 
cipherment were so important and their secrecy so im- 
perative that the young officer's memorandum on the 
matter threw the General Staff into a panic of confusion. 
From these wireless intercepts he learned the disposition 
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\ of troops along the St. Mihiel salient, the number and 
names of our divisions, and, finally, the actual hour at 
which the great American offensive would be launched. 
J This, then, the enemy knew I 
■ The herculean effort of flattening out the salient, 
which for four years had formed a huge “pocket!* inside 
f the French lines, cutting off communication and stop- 
^ 'ping railways between Verdun and Toul, was the task 
J of the Americans. And by reading the intercepts, the 
'J Germans had already learned in detail, just as easily as 
^this young officer had learned, plans and preparations 
for the great American offensive. Incredible! No 
wonder the General Staff was in a panic. In these mes- 
| sages were contained some of the most important strata- 
\ gems of the World War. 

The Germans considered their position in the salient 
j impregnable. General Pershing knew that the enemy 
had several lines of defense, the second known os the 
\ Schroeter Zone, another as the Hiridenburg Line or 
\Kricmhilde Position. What was to happen to the great 

i 

.American offensive of 1918 if the enemy was prepared 
! for it? Or, if the defenses were not considered strong 
enough now to meet the offensive, was the enemy, warned 
by our messages, withdrawing? 

- The latter was the case. Our young officer had 
i shown the General Staff the leak in the offensive, but it 
i was too late to swoop down upon the Germans in a sur- 
\ prise attack. The messages were already in their posses- 
sion and a retreat had begun. The American offensive 
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of September 12, 1918, was considered a, triumph, but 
it represents only a small part of what might have been a 
tremendous story in the annals of warfare, had the Ger- 1 / 

mans not been forewarned. The stu bbor n trust placed ■ ji 

in inadequate code and ciphe cjsyste ms had taken its toll Cj 

lit the Front. The enemy had actually been taken into t't && g ^ 
American confidence, through the non-secrecy of com- fy»irr€/L 
munications. ' It was not a surprise attack wliich was jij - t'i. . 
achieved. Pershing pursued an already retreating horde ' 

and entered St. Mihiel on September thirteenth. The 
salient was broken, but the surprise attack never came to 
pass. % Too many staff officers in France had, like our j 

authorities in Washington, placed a childish unfounded , j 

trust in any encipherment which could not be read at 
sight. 

* ■ / * • . 

Seldom are the curtains drawn back so that the in- 
tricate secret plots, dangers and discoveries may be 
known. In a history of the World War, one reads the S 

story of this amazed young" officer, in some short unin- I 'j> 

formative generalization. lie knew that the code and j 

cipher systems were inadequate ; but all he could do was :| 

reveal h is fi nd ings and give warning to the General S taff. ] 

The story of his revelation is one which, like many others J 

enacted beliind a curtain of warfare, is seldom told. It !i 

was too late to undo the damage after the young officer , 

had revealed the inadequacy of the codes and ciphers. i 

Of this whole episode we read but one sentence in a his- \ 

tory of the W orld War : j| 
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46 THE AMERICAN BLACK CHAMBER 

Despite all Pershing’s precautions for se- 
crecy in the St. Mihiel sector, the Germans 
expected attack and began to withdraw. 

By reading contemporary history of the World War 
we are led to believe that inefficiency was found on this 
side of the Atlantic only. Such is not the case. In fact, 
Y the foregoing incident is but one of the tragedies of the 
£ American Expeditionary Forces, led by General Per- 
v |^4fiing. The Signal Corps m Fran ce was usi ng inexpert 
^Ajr and ^effec tive codes and ciphers to carry over the wire- 
** less the secret orders of the General Staff in France. 



p r j We have now seen the ridiculous spectacle of Presi- 
jjj dent Wilson, Colonel House, the Department of State, 
H George Creel, the War Department, and General Per- 

,,LK ^^shing in France attempting to conduct successful diplo- 
macy and warfare with schoolboy codes and ciphers. 
, ^ffJ^Later on, as late as 1929, we shall hear something of 
J> v ' a novice on whose shoulders rests the responsibility of 
maintaining inviolate the diplomatic secrets of the 
United States Government. 

The Code and Cipher Compilation Subsection in 
America won a great deal of praise from the War De- 
partment in the form of letters of congratulation. One 
letter directed me to inform all the officers and clerks who 
had contributed to the preparation of the new codes that 
the ingenuity, skill and painstaking labor involved in 
their conception and execution were thoroughly appreci- 
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\x: 

seemed obvious that a Military Intelligence should con- 

fcxol its own communications if it were to be held re- '* §£ 

sponsible for its vital secrets. 

Thereforc I commissioned another man from the De- * < i * 
■ — — — >/ 

par talent of S tale Code lloom, drew up a plan of organi- X"\_ 
zation, cut in direct wires to the cable points, employed a 'M 
corps of code clerks and telegraph operators and within' "J \ 
a few weeks we had a subsection which rivaled, in speed, •m 
accuracy and economy of transmission of cables, that of 
the Associated Press. It was also the duty of this sub- 
section to train clerks for our agencies abroad and to jjv'- 
instruct the numerous Military Intelligence agents who |§ 
passed through MI-8, in the use of codes and ciphers. . JgjS 

Although I had already surrounded myself with men 
and women who were interested in codes and ciphers, and 

' "bo 

had drawn up a course of instruction, it began to look as '‘JjjjfJ 
if the war had concerted me into an executive instead of 
a cryptographer. ’$0* 

As I turned my attention once more to the 'organiza- 
tion of the Code and Cipher Solution Subsection, I was J** 8 
seriously interrupted by a curious document which came ’iffi 
from the Department of Justice. (See facing page.) * 
Colonel Van Deman called me to Ills office and handed 
me this strange letter. There were several pages. 

■“What’s this, Yardlc'y? Cipher?” 

I looked the letter over very carefully. <JSS 

• “Looks like shorthand to me.” - # 

“I’ve already showed it to my secretary. She says it 
isn’t Gregg or Pitman.” 
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CHAPTER 



SkbbtLxd ■ * Y y <pV--? 
The Code and Cipher Compilation Subsection, the 
Communications Subsection and the Shorthand Sub- gr 
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section were all necessary. . But the really exciting ac- 
tivities came through actual contact with German- 
spy cipher and secret-ink documents. If I hod never 
dreamed that the organization of the three foregoing 
subsections would fall to my lot, as a cryptographer, 
the final surprise came when Van Deman called me to 
his office and handed me a folded sheet of ordinary blank 
writing-paper. 

I unfolded it and held it up to the light. There was 
not a trace of. writing. I wondered what the next mys- 
tery would he, for a Department of Justice agent had 
just brought me a dead carrier-pigeon and wanted me 
to determine whether or not its perforated feathers car- 
ried a hidden message. There seemed no limit to the 
variety of problems whidi I was called on to solve. I 
wondered if this sheet of blank paper, like the dead 
pigeon, was but a mistake, a false alarm, and whether 
or not I could determine its meaning so readily. For I 
had, after examining the pigeon carefully, plucked 
several of the unperforated feathers and placed them 
in my desk drawer for examination the following day. 
But upon taking them out again, to make this inquiry. 
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covered secret inks for the use of their spies which could 
not be developed by heat or any other known chemical 
reagent. But perhaps these new major inks had not yet 
reached German agents operating in Mexico and the 
United States. 

I immediately telephoned the National Research 
Council w hich kept a list of scientists, and asked them 
for the name of the most skilful chemis t in Washington. . 
Within an hour he was in my office. 7 , 

After J had handed him the sheet of blank paper 
and told him my story, he said, M I am a chemist but I 
know nothing of secret writing. Why don’t you send 
this to the British laboratory in England?” . 

“That would take three weeks. Van Demon wants 
quick action. Why not subject a small portion of the 
paper to heat? I’m afraid to try it myself; afraid I’ll 
scorch or seriously bum the paper. You can do this, 
can't you?” 

“Yes, I can apply heat without injuring the paper.” 

“Suppose wc go down in Ike basement and try it” 1 
suggested. ‘'Would a lighted candle do? Or a hot 
iron?” ' ,- f * 

He told me he hod what he wanted in his laboratory, 
and I suggested he write a note for delivery to his assis- 
tant. 

Immediately I sent a messenger to get the equipment 
he needed, and within a half-hour we were buried in the 
basement. There, in our improvised secret-ink labora- 
tory, the experiments began. 
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I watched him carefully as he took the paper in his 
skilful fingers and passed a small portion of it back 
and forth over the heat. Again and again he did this, 
but the endeavor seemed to be useless. The page re- 
mained blank. 

I had given up all hope of developing the writing, if 
it contained writing, with heat. Suddenly I heard him 
exclaim: * ■ . 1 - 1 - 









“Here are traces of writingl” 

He lowered the paper closer to the lamp, then held 
it under the light while we both studied the curious char- 
acters which had appeared as though by magic. But 
despite our encouragement only small portions of writ- 
ing were visible and these were too faint to be made out. 
It had been impossible to anticipate in what language the 
message might be written although we had expected 
German, Spanish or English. We continued to study 
the faint traces of what was revealed to us thus far. 
Perhaps it was cipher. Then suddenly, as I bent over, 
studying the characters, my heart stood still. t i 
“The writing is fading away I” I cried. ^ 

But the chemist, sure of his ground now, laughed at 
my distress. 1 ' 

“Heat will bring it back again,” he assured me. “Have 
you a photostat-room here?” 

“Yes.” -j 

“Have them get a camera ready. We will have to 

photostat this writing after I apply more heat.” 

I hurried back to him after arranging for the photo- 
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Mr. , 

San .bitonio, Texas. 

I beg you to betake yourself quickly to Gal- 
veston, in order that the representative of 

may deliver to you the $119,000 which you ask 
. for in your letter of 5-8. 

There is no need of your having trouble (dis- 
' putes) with the I.W.W, 

Lv ■* * •: . . /- Your friend, 

- . , , ! ■ L. de R. 

■ t t In the excitement which followed, I returned to my 
office and drafted a cable, for Van Deman’s signature,/^ 
to our Military Attach^ in London, requesting that the 
British ' Government cable full instructions regarding 
necessary equipment and personnel for a secret-ink lab- 
oratory. The message also urged that they send at 
once one of their best chemists to the United States to 
act as an instructor. • 

% We received an immediate reply, stating that DK S. 

W. Collins, England’s foremost secret-ink chemist, 
would sail as soon as possible. The answer also gave us 
specific instruction for the organization of a secret-ink 
laboratory. I therefore immediatel y : ordered com m is- ^ 
sioned several of our most brilliant chemists and in- 'w 

-- I I|| _ - - - _ — - V, r , > lU **1*1 

s true ted them to set up a laboratory according to the 
plan outlined in the cable from England. 

While awaiting the arrival of Doctor Collins these 
chemists scoured the country for scientific information 
on the subject of secret ink. But as all had suspected, 
almost nothing was known in America on this subject. ^ 
With the exception of a few scattered references in the £$a '\ 
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him, convinced now that he was well fitted to instruct 
them in the intricacies of this scientific battle of wits. ’ V/^: 
“There are many ingenious ways of carrying secret 
inks,” he continued,, “so as not to arouse suspicion. In, 
one case, because of the discovery of forged passports, ' "jggk 
we carefully examined the belongings of two suspects 
who had just arrived in [England and finally concluded 
that they had no secret ink in their possession, although 
our authorities were certain of their respective missions. 

But at the last moment, we discovered the ingenuity of 
the agents.' Had they carried cobalt salts, potassium « 
ferrocyanide or other secret-ink materials with them . m 
openly, we would have seized them without delay. But 
the. spies had brought them in concentrated form. .One c -|j^$; 
spy had cleverly concealed potassium ferrocyanide in a ■ 
tube of toothpaste. The other German agent carried 
his supply in a cake of soap. * 



“This discovery of ingenious concealment led imme- 
diately to the institution of more thorough search of sus- 
pected persons, and this, in turn, led to amazing dis- 
coveries. The German system of secret writing was *^3? 
based on carefully considered chemical reactions, but it # 



was also based on practicability. In every possible case ft 
German chemists labored to devise an ink which could M 
pass as something else if discovered. Sane of their inks 



reach a concentration so low that only a spectroscopic v 
analysis can detect the presence of silver in them. Among 
the seized possessions of one agent the ink was in a scent 



bottle. The container concealed fi f teen cubic centimeters 
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disgrace that 1 was utterly unable to defend 
myself properly. I feel that only my mother’s 
plea to Theodore Roosevelt and that grand old 
Run’s insistence on clemency, together with the 
good hearted ness of the British, made the con- 
tinuance of life on this planet possible for me. 

I thought you might be interested in hearing 
from one of the leading characters in your 
story. It has created great interest here and I 
find myself a sort of local historical character, 
for the time being — a somewhat sinister histor- 
'** ical character, however. 

* Cordially, 

(Signed) Geobge Vaux Bacon 

Doctor Collins suggested that we now take up the 
problems already before MI-8, but we begged him first 
to tell us about other secrel-ink spy coses. He smiled 
good-humoredly and continued: 

“There is an earlier case of Pickard, a German spy. 
This man carried the first example of a really clever 
secret ink. Before his time the enemy had relied on 
simple processes such as lemon juice, potassium fcrrocy- 
anide and alum, os in the case told me by Captain Yard- 
ley in which he developed by heat secret writing in a ^ 
sheet of blank puper which a woman had concealed in the 
heel of her shoe. Pickard was convicted of espionage 
and condemned to death by court martial in September, 
1016. He carried his ink in a bottle which also con- 
tained a small quantity of alcohol ami perfume, hoping 
that the scent would be a protection. 

“Alfred Uagn, like Pickard, earned the same ink. 

He possessed two bottles of this, one beuring the label 

Viton+lrp-*- ***** 
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this secret formula for developing all kinds of inks, the 
life of every one of our spies who uses secret writing 
hangs by a thread. In this respect we are helpless. It 
is useless for us to develop new inks. But once we dis- 
cover this general reagent, we doubtless will discover a 
defense against its successful use. 

“The last words of my superiors just before I sailed, 
were: ‘For God’s sake, find this general reagent. Beg 
America to join us in our researches/ ” 
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CHAPTER IV 

i 

. , » Patricia 

I left these chemists with their strange tubes and 
chemicals and returned to my office to draw up plans 
for a direct liaison between our laboratory and those 
of the French and British. ’ 

Our group of scientists was now divided into two 
sections: one, for research for the great discovery; the 
other, for technical study under Doctor Collins, which 
included the restoration of secret inks after development, 
opening and resealing of letters, forging of letters and 
diplomatic seals, photography, duplication of paper and 
envelopes in cases where they were injured, duplication 
of post-marks, replacing or duplicating seal.,-, etc. Some ^ 
of these duties required the employment of America’s ^ 
most adept criminals, skilled in forgery and counterfeit- ' 

ing. 

The problem of discovering a general reagent for 
which the United Allied scientists struggled was finally 
limited to one field: if the Germans could develop a 
letter written in clear water, their reagent obviously was 
not based upon chemical reactions. Was water used 
merely to keep the pen from scratching the paper? Or 
was there another purpose? Would not any fluid which 
touched paper disturb the fibers of the surface? These 
premises seemed sound enough. Elaborate apparatus 
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were theref ore Installed far photographing and enlarg- 
ing letters written with distilled water. Though it 
seemed obvious to oil that the fiber had been disturbed 
by the water, photography brought no results. 

For months chemists and photographers worked over 
this problem, for they were convinced that whatever 
form a general reagent might, take, it would inevitably 
be one which revealed these disturbed fibers of the paper. 

And then overnight the discovery! Credit for this 
discovery* which revolutionised the technique of secret** 
ink laboratories is hard to place. There was such a close 
liaison between the scientists of all Allied laboratories, 
as each idea was flashed back and forth by cable, that 
I hesitate to mention one man or one nation. Suffice it 
to say that the long^reamed-of general reagent was dis- 
covered. And like all great discoveries, it was so ob- 
vious, so simple that it left all the chemists dazed, won- 
dering why they bad not thought of it before. 

A glass case; an iodine vapor! Nothing morel 
Insert a secret-ink letter in a gloss case and shoot in a 
thin vapor of iodine. This vapor gradually settles into 
fill the tiny crevices of the paper, all'the tissues that had 
been disturbed by pen and water. Even to the naked 
eye there forms a dear outline of writing. 

No longer did it matter at all what secret inks enemy 
spies used. An iodine-vapor bath — and, like magic, 
appeared secret writing! — 

There was rejoicing throughout the American and 
Allied espionage circles. Oui/chenusts had now caught 
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PATRICIA 79 , | 

up with those of our enemies. But wc must surpass : \ 

them. Germany too knew of the iodine vapor or some 
similar treatment ond v as Doctor Collins had pointed | 

out, could develop the secret letters of the Allied spies. ^ i 

Many of these spies had been captured and condemned ' 

to death. The lives of others were in the hands of | 

Providence. Our diemists must discover a formula of . 1 

invisible writing that defied iodine vapor or any similar I 

process. * * 

While engaged in this worthy cause our scientists . ' I 

received a most disconcerting blow. It seemed incred- /j Q j 
ible, but we were faced with the facts. j)urj ?xaminers *?&&&, 
reported that iodine vapor no longer revealed secret V j 

writing even in cases where invisible writing was abso- • . 1 

lutdy known to exist — known to exist from unimpeadi--'^^* to “^ I 
able sources of information! What did this mean? It 

l! l 

meant hut one thing. Our great discovery had reached 

the ears of enemy spy headquarters in Germany. And S 

with true genius in chemistry German scientists had 

quickly discovered a method of secret writing in which 

the iodine-vapor treatment was not effective — a method 

for which Allied chemists had been feverishly searching. 

German chemists were still one step ahead of us! 

It may seem incredible that the iodine-vapor dis- ( 

coveiy was so quickly known by the enemies and a pre- j 

ventive method devised. To understand this rapid truns- I 

mission of secret discovery to German headquarters, it | 

is necessary to keep in mind constantly the intricacy and . 

subtlety of the espionage system. ! 
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were the French to know that there was not, even in the 
uniform of an American Intelligence officer, a German 
spy to send back to enemy headquarters the sensational 
outline of French espionage which had been given ? This 
story of the indiscreet liaison officer serves to illus- 
trate the secret and rapid transmission of news, and by 
keeping it in mind we can better grasp the whole prob- 
lem of secrecy. • No wonder the triumph of oiu?Sccret-‘ 

Ink Laboratory was discovered! 1 

Now our scientists had to begin all over again. What 
had the Germans done to prevent the success of iodine 
tests? What made iodine-vapor tests possible? Dis- ? ^ 

turbed tissues of the paper — disturbed by the pen or 
fluid. How could this disturbance be prevented? 

After over one hundrcd?cxpcriments American *chern- v , ^ ^ 

ists discovered that if a letter is written in seejet ink, did susf 
dried, dampened lightly by a brash dipped in distilled 
water, then dried again and pressed with an iron — the 
secret ink can not he developed by an iodinc-rapor bath. 

Why? Because the dampening process disLurbs all 
the fibers of the paper. Since the original crevices 
formed by pen and water were now destroyed, the io- 
dine vapor settled on the entire surface of the letter but 
revealed no outline of secret writing. 

This was a long-sough t-for discovery. Germany could 
no louger develop the secret-ink letters of our own spies. 

Nor could we develop those of our enemy! 1 
The development of secret writing was now at a stand- 
still on both sides. We/hod at last caught up with the 
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Germans. Would we surpass them? There was now r {$- ** ■ 
no known process of developing ink without knowing % 
the reagent, provided the letter hod first been dampened. 

In other words we were right back where we had been ’ 
when Doctor Collins arrived. 

» We^were engaged in a deadlock with the Germans 

* except for one thing. We s uddenly made another im- 
portant discovery. We found a mcLhod of streaking [ ^ 

/y suspected letters with two different chemicals — and if 
V these two streaks ran together it proved that the letter ' ^ 
had been dampened. And who would ever think of >pj 

* dampening a letter except a spy? Whether we could ggBgJ 
develop the ink or not, a dampened letter was sufficient 
proof that we were dealing with a spy message. h*i 

~ a \ But this was not enough. Our scientists must dis- ijr$L 

y Ao I cover a reagent to develop all secret-ink letters even m & 

feu***- 0 though the letters were dampened. 

Inevitably in tbe battle of wits came this startling v 
r and greatest of all triumphs, a triumph that marked a 
new and final epoch in the achievements of secret-ink' 

IbJLf chemistry — the infallible reagent that revealed secret-ink * 

\ writing under any and all conditions. 

I This secret was of such vital importance to successful 
espionage and was so jealously guarded — I doubt if a 
dozen men know of its existence-^that it did not find its / 
way to enemy ears. Even here it would be unethical to 
reveal the nature of this scientific formula, which came 
only after repeated discouragements and after long 
months of experiments by all the Allied chemists. 
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Shortly after our chemists made this discovery our * 
censor on the jMemranh border intercepted the letter 
facing pages 82 and 83 — because of the hieroglyphics on'f 
pages 2 and 4. &J8/L % J 

The charocterof^e^fel ink abcTthe ({n^rtanceM^ B ^^^ 
the plan revealed by the secret-ink writing indicate that ' 
this letter is from an important spy. 

The secret ink as developed reads: 



■h t 



I wrote you about the incarceration of the 

trio, etc. . 

■ 1 ' 

S 

This must refer to three suspects that have been ar- 
rested — spies are often vogue in their secret-ink letters. 

• • * • 

« ■ 

Let me know os soon as you can about the 
7 hoys going to France. If of no use in France 
they are preparing to flee. 

Our department hod already uncovered information 
that German agents planned to have at least one spy in 
each regiment. Patricio, who signs the letter, obviously 
is asking her superior how these boys are to operate when 

they reach France. There is more on this subject. 

- / * . 

I’m wondering if this ink is good. Let me 
know if those boys would be of any use to you 
in France. 



Preparations are being made for training 
and drilling in use of big mins in U. S. Officers 
returning from France for that purpose. 



I regret to say that “Patricia” was never captured. 

«. JsM 
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This was due to over-zcalousness on the part of our \. '/ 
agents on the west coast. I also regret that we were MS 
never able to decipher the hieroglyphics. They cer- 
tainly contain a hidden meaning, for, as any one knows, .V5HV 
the scansion of the two lines of poetry is ridiculous. The ife* 
first line, “A thing of beauty is a joy forever,” is the .iSSfc 

1 *iv SStifs 

opening line of Keats’ Endymion; and the second, “Of 
man's first disohed ience and the fruit/* is the opening line ■ 
of Milton’s Paradise Lost. In scanning poetry, each ■ 
syllable, or each word of one sj’llable, Lakes but one mark, 
either accented or unaccented. The words first and and 
each have two marks, and rather curious ones at that. 
Perhaps the reader can decipher these cryptic signs. * 

Or perhaps Patricia, if she sees this, will tell us all about 

theml ' . ■ . ' - '4MI 

Patricia also writes that she is sending fashion sheets . Sffi&l 

' ° '/nVTrfl 

.and face creams. Fashion sheets suggest nothing; how- ,^2^-1 
ever, secret ink was often sent in face cre&ms by spies. 
“Cephalic index” is clear enough, but the diagrams below 
these words are a complete mystery. Wji 



There is one thing about the “open” letter that is X’&fc 

o ' 

reminiscent — the name Hopkinson- Smith. A red- S&if 



haired you ng lady, obviously a German agent, once made 
the statement to one of my cryptographers, “You and I jg?*, 
must work for the same cause/* She gave her name as 
Smith-Hox^kinson and her address in care of a certain i 
bank in Los Angeles, which is not so very far from San ; 

T? rnn/iiL'/t/t fVviu loffpr 1X7*1 c m'lilprl f 



Francisco where this letter was mailed. 

Is Patricia, who writes of Hopkinson-Smith, the red- 
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blade carefully between the flap and cover, we raised 
the flap without much difficulty. 

After photographing the contents, we resoftened the 
remaining gum on the envelope flap by the steam method 
and if sufficient gum did not remain, rubbed the edge 
against the moistened gummed edge of an unused en- 
velope. This was better than application of glue for 
it assured the adherence of just the right quantity. 
Otherwise, an oversupply might ruin the job by making 
it sticky and splotched. In case any gum marks showed 
after the letter was resealed, we brushed the cover lightly 
with moistened blotting paper, followed by blotting 
with similar dry material. In cases where the scams 
were obviously affected by this steam process, we pressed 
them out with a hot iron and removed all traces of our 
work. 

Replacing or duplicating seals was a much more diffi- 
cult task than that of opening and rescaling envelopes. 
The operation required more skill, and the process some- 
times depended upon the nature of the seal. For a 
rough small seal, we used a thin sheet of lead with a 
backing of india-rubber placed on it and screwed down 
under a writing press. This took only a few seconds and 
any impressions which were made on flic envelope during 
the process could be ironed out satisfactorily. For a 
perfect large seal, the operation was much more com- 
plicated. 

We first dusted it with French chalk. Then we placed 
a piece of gutta-percha, {slightly mixed with oil and 
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heated \\ ith hot water, over the seal. This we put under > f 

,iv 

pressure until the gutta-percha became firm and cold. •' 
Then, with another piece of gutta-percha, similarly ,7 A* 
heated, w r e made a second impression from the cold ma- . [$> 
tcriol after it had been covered with graphite and put 
under pressure as in the first operation. After taking 1 
the second impression, and after again thoroughly graph- ' 
itizing, we put it in a copper-plating hath and started an 
electric current. * Depending on the amount of current 

* ** ^ r~- 

we could force, the process of obtaining our copper de- < “ft-roL* 
posit took from twenty minutes to on hour or more. 

IVk 1 T— 9 |L. •*!?&. 



When wc broke away the copper deposit from the gutta- 
percha we hod a perfect scaL The back we then filled in 
with ordinary solder and supplied a handle. 

' -Even more difficult than constructing a mold, was 
the process of getting the original seal off the diplomatic 
letter. We heated the wax to a certain temperature 
by a small electric hot-plate. Our success depended 
on applying just the correct amount of heat to the seal. 



* -S 

A 

% 



At the proper stage we scraped the wax from the en- “ 
vclope with a small scraper. With this old wax, in case 
the seal was broken, we made a duplicate with the mold 
already described. 



Such tasks as these scarcely came within the duties oi 
the chemists. It was obvious that specialists in this 
particular science must be added to the American Secret- J 

Ink Laboratory. Thus two of the most adept criminals 
who had been convicted for forgery and counterfeiting 
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with that of the Secret-Ink Subsection of MI-8. 

There was one case in particular that always amused 
me. ?We were asked to open and photograph the con- 
tents of a letter addressed to General Carranza, Presi- 
dent of Mexico. Before opening this letter, our coun- 
terfeiter made a copy of the seal, but after opening the 
letter, photographing the contents; and rescaling the en- * * 

velope/wc discovered that the duplicate 1 seal which had 
been mode was too defective to be used. We were at a 
loss to know what to' do. Finally the countcrfcitcr^old 

* . t i 

us that he could perhaps approximate the original by 
engraving a seal. While this more was under discussion, 
he made a closer examination of a portion of the original 
seal and discovered, happily enoygh^ that it had been 
made with an old and rare S panish coin. This simpli- 
fied a distressing problem in engraving, for it was only 
necessary to obtain one of these coins from an obliging 
collector to make a perfect seal. 

Notei The official history of this bnrrau will be found on page W la 
Jl§purt of tfe • Chief of Staff U. 8 Army to the Stminri of War, 2VJ9" 

Codo and Cipher Section (3£[-8)—Cod*i and Cipken — The work of 
this section concerned sn Important field of endeavor which before the 
war with Germany was almost entirely unknown to the War Department 
or to the Government of the United States as a whole. ... As finally 
developed this section comprised five bureaus, as follower 

m a a a a 

Store t-Ink Bureau , — By direct liaison with the French and British 
Intelligence Services, this bun an built op a useful fund of tour* ledge cover- 
ing this hitherto little-known scumee which Is at once so useful and so 
ilsiigerous Over BO important serret-ink ip) letters were discovered which 
led to many arrests and prevented much enemy activity. Prior to the 
lifting of the postel censorship an average of over 0000 letters per week 
sere tested for secret Inks. ^ . . 
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CHAPTER V •$£/! 1 

Madame Maria he Victorica r *5? * 

■ If 1 m*T a 

A great deal of romance has been written about the •* 1 

■ 'fr:> 

famous German spy, Madame Maria de Victorica, alias 
Marie de Vussftre, the ‘"beautiful blonde woman of Ant- 
werp," but the authentic story of her activities, deteo- 
tion and arrest has never been told. Though she had 1 
been sought by the British Secret Service since 1914, it » 
was the Secret-Ink Bureau of MI-8 that finally proved 
her nemesis. Vwfer 

Madame de Victorica was the most daring and dan- 
gerous spy encountered in American history. Her ac- r V.‘ 
tivitdes in this country between her arrival and arrest 
comprise a story of ruthless espionage and wholesale 
destruction that surpasses the wildest fantasies of our 'ii 
most imaginative fictionists. But like many other Gcr- 
man spies, Madame Victorica did not reckon with our . \J 
skilled chemists, whose gloss test-tpbes and varicolored 
liquids at last undid her. 

On November 5, 1917, the British authorities gave us 
information, which, though it had no direct bearing on 
Madame Victorica, finally led indirectly to her identity. 

We were informed that a German agent of unknown 
name and nationality hod recently left Spain for the I 
United States with instructions to pay ten thousand ,'^j 
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dress on the envelope is D. Crain, 0-12 E. 1081 h Street. 

New York;* nod the letter itself begin*, “Dear Mrs. 
GcTbordt.’* Here are enough discrepancies to awaken 
the suspicions of any novice. 

“Have you investigated Crain at 93S E. 108th Street ?** 
our chemist inquired. “That is the return address on 
the envelope.* 1 

'“The report that caxne with the letter said thut he 
was being investigated and promised to telephone in 
any information that was picked up." 

“Be sure to tell me the moment it comes in. It might 
help us with our secret-ink tests.** 

As the iodine-vap or test had not yet been discovered, 
there was nothing to do hut to test the letter with the 
reagents already known to be in use by German agents. 

Our chief chemist unfolded the letter and with deft fin- 
gers rapidly drew a line with a brush dipped in chei.iicnls 
crosswise on the paper. When no visible writing ap- 
peared, he took up another brush dipped in another hot He 
and drew another ‘ line. At the third attempt faint 
traces of invisible writing appeared. 

“It*s written in T* ink — -here's 'secret writing,** lie ? ? 
exclaimed; “in German script I*’ 

“How long will it take to develop all the letter?” 

“It may take all night. This is an important spy 
letter and we will have to work carefully in order not 
to injure the paper. We may wish to restore the secret 
writing." The secret agent turned to go, but was called 

*S«me and address Iutk been changed. 
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Tears of constantly facing the danger of detection 
\£*.. had token its toll even of this handsome and clever 

•^i i 

K " woman. Like so many other successrul spies, Madame 
^ Victorica was of necessity a drug addict. 

P ' /„ On June 7, 1918, the Federal Grand Jury found an 
; indictment against her for conspiracy to commit espia- 
ls' nage in time of war. She was never brought to trial, and 
though treated with every consideration, for the Amcri- 
can authorities held her in the highest esteem, s he aged 
rapidly behind prison bars. 

Finally, a pitiable, broken creature, her beauty and 
1 ' ’ charm gone, her spirit crushed, she died on August 12, 
, V/ ‘ 1020, and was buried at Kensico, Hew York, in the 
f 'Gates of Heaven Cemetery. 

* 'ivT; * Madumc Maria de Victorica, who had cleverly escaped 
! */"■ " detection since 1914, was but the victim of coincidence 
LitoCv the Secrot-Ink Section of MI-8. Though a pathetic 



* figure in death, may she remain immortal in the annals of 
;^C?sp 5 °nage. 
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Two German Wireless Intercepts 

By January, 1018, the Code and Cipher Solution 
Subsection of MI-8 had grown to ambitious proportions. 
We not only had to train students for our own use, but 
were also required to teuch recruits for General Per- 
shing's Cryptographic Bureau in Prance. This double 
function severely handicapped us, for we felt that in 
j ustice to the American Expeditionary F orces we should 
send abroad the students who si lowed the greatest 
promise for successful code and cipher attack. I regret 
to say that not more than two of all those we sent to 
Prance distinguished themselves, but this was not the 
fault of MI-8. 

The successful cryptographer requires a type of mind 
difficult to describe. The work is absolutely foreign to 
anything he bus ever done. To excel, he not only needs 
years of experience but great originality and imagina- 
tion of a particular type. We call it “cipher brains.” 
I know of no better description. We were never able to 
formulate an intelligence test that would indicate the 
future of a student. The most successful students, when 
put on their own responsibility were, more often than 
not, utterly worthless, except for clerical work. I was 
later to have the unusual opportunity of studying under 
the British. French and Italians. I learned that they too 
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! ' had the same experience. In the combined Cipher 

Bureaus of England, Prance, Italy and America there 
were thousands of men and women devoting their lives to 
~ this science, but among these thousands there were igp 
more than a dozen who had “cipher brains." 

• ■■ By tracing the actual decipherment of a code message, 

I s*' ' the reader may be better able to appreciate the type of 

1 m g 

mind required for success! ul code attack. The following 
| ’V Y two code messages, destined to make history, are 
I *U.Il „ especially adapted for this purpose. The column of 
| / letters at the left are not a part of the telegrams. They 
j'ijn/ 1, # are added for reference purposes. 
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Code Message No. 1 “G* 



$ 44 % ' 
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(M) 

(N) 

(O) 

(P) 

(Q) 

(R) 

(S) 



40188 27141 51636 02062 49140 41845 
42035 02306 12201 15720 27018 30348 
53825 46020 40429 87112 48001 88219 
50015 43827 50015 04628 01815 55331 
20514 37803 10707 88104 83051 20240 
020G2 42740 38051 40252 88608 14918 
88446 10329 55930 24009 27143 01158 
42035 04800 09501 49718 55027 50112 
13747 24255 27143 02808 24900 15742 
40513 22810 16788 41362 24009 17256 
10707 49419 30408 19801 84011 00386 
15726 47289 20901 37018 42635 19707 
42022 80334 00788 0415G 39501 03237 
14521 87320 18508 42030 88951 29001 
49117 46638 02062 10630 19707 01426 
11011 42635 11239 04156 02914 12201 
28145 55381 49423 08455 12201 80205 
88951 88219 50015 04150 48827 00420 
28309 19707 88104 42085 00308 29240 
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"SiC. resentatives in Europe for that purpose. For- 
f§|If eign Office Busshe. Machinery plans for rifle 

•' manufactory can be put at disposal. Details * 

of machinery, technical staff, and engineer for 
aircraft could be arranged here with the 
authorized man of president [Mexico] to be 
sent by him for negotiations about loan. We 
agree purchase arranged by Craft (Kraft) in 
Japan of ten thousand rifles, etc., wished by 
president. General Staff Political Section 
number (?) 

There was general excitement in Washington when 
: a--’ these two messages were deciphered, for this would 
, obviously open a new avenue to the United States for 
information of not only the intrigues of Germany, but 
j || | also of the true aims and intentions of Mexico and, 

I perhaps, Japan. What would the decipherment of fur- 
& ther messages reveal? A hundred instruments tuned in 
on the powerful Nauen wireless station in order to inter- 
cept the next messages that would surely follow. 

But Nauen was now suddenly silent. Why? Be- 
cause news of our success had been flashed back to Ber- 
lin? There can be no other reason, for when Nauen 
finally again begins to send out messages their system 
of encoding has changed. MI-8, with all its care in the 
selection of its personnel, has a German spy within its 
doors. A finger of suspicion now points at every cryp- 
tographer. ' , » * . , 
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CHAPTER VII 

Pablo Waberskx 
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{j i 1 Eably in February, 1 918, Colonel Van Demon burned 
for me on the inter-office dictograph and asked that I 
come to his office at once. 

He motioned to me to sit down beside him and with- 
out comment handed me a sheet of ordinary writing 
paper on which was typed the following series of letters: 



scofnntupk 

lrseggiesn 

asueasriht 

insnrnvegd 

kolselzdnn 

ihuktnaeie 

hsdaeaiakn 

eszadehpca 

neuiiurmrn 

musnrdnso 

eatgrsheho 

cicxmprga 

errreoheim 

eefighihre 

znai 



asihcihbbn - 

nkleznsimn 

htcunnvnsm 

esnbtnnrcn 

auebfkbpsa , 

tiebacuera 

ethnnneecd 

bbilsesooe 

xwhneegvcr 

drgsurricc 

etruscelca 

awsutemair 

eohktmuhdt 

litfiueunl 



1 -3,1* 

* >/s . 



15-1-18 

ucrsdausnn 

ehneshnippb 

caincouasi 

dtdrzbcmuk 

tosecisdgt 

thnoicaeen 

ckdkoncsdu 

etnouzkdml 

eodhicsiac 

egresuassp 

umtpaatlee 

nosnutedea 

cokdtgceio 

eelserunma 



There was no address or signature — nothing but a 
jumble of letters, bearing the date January 15, 1918. 

I had been with the War Department now for nearly 
eight months, and though thousands of code and cipher 
documents as well as secret-ink letters had passed 
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through my hands, 1 still felt a thrill at the mystery of 
the unknown when a jumble of letters met my eye. And 
aside from this I well knew that Colonel Van Deman 
did not ask me to see him personally unless he had some- 
thing out of the ordinary to discuss. 

I took it for granted that this was an important cipher, 
but I could not know that I was holding^ my hand 
a document that would lead to one of the most extraor- 
dinary cases in American history — a document that 
would be responsible for the death sentence of a daring 
German spy. * ■ 

“What do you make of it?” Van Deman asked. 

“It looks like cipher and not code to me,” I replied. 
“There are long sequences of consonants such as skmppb 
in the second line, and mbtrmrcndtdrzb in the fourth 
line. Usually, code groups are formed by combinations 
of vowels and consonants. Yes, I*m quite sure this is 
cipher. Would you mind telling me its source — where 
it came from?” 5 : \ 

Have you ever heard of Lather Witcke, alias Pablo 
Waberski?” he asked. 

.. “ISTot a great deal-— nothing except that he is sus- 
pected of being one of the most dangerous and unscrupu- 
lous German spies operating across the Mexican bor- 
der.” / , 

■ “Well, we arrested him on the border a few days ago. 
Nothing w as found on his person but this slip of paper. 
And since he is traveling on>a Russian passport, we shall 
be unable to hold him even though we know that he is 
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a German spy unless this cipher contains incriminating 
evidence.” He paused and looked me square!} 7 in the 
eyes. “Yardley, T want this message deciphered,” be 
said in his incisive voice. “I want to know what it says. 
I am depending upon the cleverness and ingenuity of 
MI-8. Don’t come hack until you can bring me the 
decipherment.” And he curtly dismissed me. ^ 

On only one other occasion had I seen Van Deruan, 
usually even-tempered, so exercised over a cipher mes- 
sage. Several months earlier he had given me a spy 
message and almost demanded a decipherment by the 
next morning. I had worked on it all night and, basing 
my opinion on scientific analysis, had told him the docu- 
ment was not a cipher but a fraud, or, as we called it, a 
fake cipher. Van Deman was very impatient at my re- 
port, but in the face of criticism I maintained that the 
message was a pure fraud and had been constructed by 
some one who simply sat before a typewriter and pecked 
out a jumble of letters. 

Van Deman’s secret operator was plainly disgusted 
with both me and my report, but at my insistence con- 
sented to give the two principals in fhe case a scve’re 
cross-examination. As a result they confessed that they 

r •* f ^ 

had made up the cipher out of pure malice in order to im- 
plicate a third person. The suspect was released from 
jail, and from that day no report from MI-8 was ever 
questioned. * 

Experiences of this type, however, led to one very 
grave difficulty — it soon became a tradition that MI-8 



















FABLO WABEBSKI 147 

Note how closely these two tables resemble each other. 
Such a close resemblance would indicate that there is 
no doubt about this being a German transposition cipher. 
£"??' _ How does one go about deciphering a transposition 
cipher? If -in the spring of 1918 you had searched the 
libraries of the world you would not have discovered so 
much as one word that would give you the least idea 
' how to attack such a problem. Even the pamphlet used 
by the United States Army for instruction in codes and 
'.ciphers would have given you no clues. ,.This is what I 
• meant earlier when I mode the statement that the cryp- 
tographer in order to be successful must make bis own 
* W- discoveries; there is no beaten path to follow. 

Now in German the letter c is always followed by the 
letter h or fr, except in a few rare words and proper 
names. If you first write a message in German and then 
^d isarrange the letters by a formula, it follows that the 
Jgfr letters of all the digraphs ch or ck are disturbed or dis- 
'®^^arranged in the same manner. And if you con discover 
T*a method for matching up correctly all the c*s with their 
jflw affinity hark, you have made long strides in the solution 
^SEof the message.. ^ ' . .. 

scientific method as developed by MI-8 for such 
^*g&a problem is first the tabulating of the number of letters 
in the cipher message that separate each c and each h or 
The message therefore was turned over to clerks to 
^^ebmpile these statistics. 

^ *' - Was it possible, I wondered, that German cryptog- 
raphers had not made this discovery? Evidently not, 
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te-' ■ 

' German reservists who fled across the border at the 
declaration of war were recruiting and drilling Mexi- 
can troops; that high German officials, such as Jahnke 
(Chief of German Secret Service), Von Eckhardt (the 
, f .'.German Minister), and the German. Consul-General to 
Mexico were extremely friendly and operated openly 
v.’^^’.with President Carranza. ' , : -* v, .?*■ .-V ■ ■ * 



Our a 8 en ^ s reported that German spy plans were of 
-’a most ambitious nature: destruction at the opportune 
•$&!*. moment of the Tampico oil fields; establishment of a 

» ¥&}>.-. * * j i . • 

wireless station for direct communication with Berlin 
with the knowledge and cooperation of General Car- 
y ^.ranza (a most flagrant violation of neutrality — see 
Chapter VI) ; stirring up strikes in the United States 
■ .through the I. W. W.; fomenting discontent among . 
^ v »fe!the negroes in the South; who, at' the proper moment, 

were to start a' series of massacres; destruction of war \ i '• 

i £ i < <1. i 1 - ^ 1 ^ 1 • 1 1 t ( * 

industries in the; United States; and every other con- 



? 1 Ssf*. livable phase of war-time espionage. • . . i jj 

We were of’ course deciphering ''all. of foe /Mexican! § 

CVjrvn 1 ' ’ j A * i i:_ _■ i ' r* C 



^jr^iowara uic uxuicu, ouucs. ' (> * z.i» - ’ ,v 

• ' ’ ‘' A *'* •.' *■*'«. < ■ * 
r V^s-t our own s P ies vere n °t exaggerating matters * , 

I may be gleaned from the Kauen messages.. -See Chapter 

!• V:, f \ - • . . ** T;-v ' '■ ■' r-v 

That Von Eckhardt, the Consul-General, and Jahnke ■ 

^'t^Jwere not only ambitious hut ruthless in their activities 
nSfry * may be surmised from the following which is a trans- 
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Translation of Decipherment 

[Addressed to all German Consuls in 

■ ' ' ‘Mexico] * 1 ■ ‘ 

• • * 

Please carefully and immediately bum with- 
out remainder, and destroy the ashes of, all 
papers connected with the war, the preserva- 
tion of which is not absolutely necessary, espe- 
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•After readme the decipherment of the Wabenkl document, the 
reader may wish to attempt to dedphrr Urn. The tranalatno of the 
German decipherment follows. 
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always maintained- He instructed me to give a copy of 
the letter to each officer and clerk who had contributed 
to the decipherment. 

This German cipher message, officially designated 
PQR, is without question the frankest and most open 
document treating on the subject of espionage, except- 
ing the Soviet spy document in ChapteT XIII, that I 
have ever seen. I am always amused at the frankness 
with which diplomats express themselves in secret code 
telegrams, and their childlike faith that a cipher or a 
code can keep their utmost secrets from prying eyes. 
Diplomats, as we read more of them later on, arc almost 
as naive as children. 

In retrospect, it is no wonder that my superiors were 
concerned about the cipher document found on Pablo 
Waberski, for Mexico "was full of spies operating across 
the borderland, so the reports read, Pablo Waberski 
was the most dangerous of them all. There were even 
reports from the British who suspected him of being 
responsible for the Black Tom explosion in New York 
Harbor in July, 1916. 

Pablo Waberski, so the reports stated, entered the 
United States at Nogales, Arizona, on February 1, 
1918, traveling on a Russian passport. lie was not 

i 

aware that our secret agents in Mexico had reported his 
activities and was surprised when arrested as he crossed ; 
.the border. ' . 

He was rushed to the Military Intelligence Officer 
at the camp of the 35th Infantry and searched. Nothing 
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^ but a sheet of writing -paper co ntaining a series of ten- 

\.j \ * letter groups was found on his person. However, since 

' * '* .7 O .. ... - . _ _ . .. . 



> Jr ' /+/• 9 - o 

'{ 1 1 : j ; our authorities already had reports of his activities, he £ 

' ’) l L '* ■ is. was kept under close guard. 

'? , Vi 'il J ^ i ’ ^ returned to MI-8 with no small concern, for I under- ’ 

\ l} t 'I !' 4^ S rfhxxl better the importance of the Wahcrski docu- re 

J ^ ^ ? jjnent Van Deman had placed the issue squarely in 

• f 4 M§he hands of MI-8. Would we be able to outwit the 5| 

’ ';'SL >} 'S 5^>kQerman cryptographers 1 Was our skill greater than <§ 

* ife l 

1 ■>*! J i When I returned a great deal of progress had already 

i| ) L'; nuule. All the necessary statistics had been pre- 

[ %?Vpared and several cryptographers, under the direction 

I l i ' ^ 4^3^* i Captain Manly, were busily engaged in piecing the 

Si/. V|i^’^'inessag e together. . * .- 1 ® 

jl f J. -! The Waberski cipher had been retyped and each letter 

j« " 5 1 ! „ ‘s^= ^ , ^figiven a number; thus, - 

J j jfj f } . i . seofnatupk etc., etc. *" ^ 

ill r J,-' ' MS , 1 2 84 fi fl 7 8 9 M • ' ■*!§ 

** *L .? *' .-3 

j f ^ *2* fre< l ueiic y table already tells us that there are 15 

R [ i . ] ^ ^ • 4 | i^c’s and 20 Vs. All the c’s were underlined in red and all 

j \\\, 1 1 o | the Vs in blue, so that the eye could readily find them. 

j ■ J {■' . ■' ,S AL ^They were then typed on another sheet of paper together 'itfj 

^ ^ 'Vi^jJjwith their letter-numbers ; thus, 

^. J £rfk H H H h"h H H' H 

■*3 *?‘i ^ 'V 5 vM 17 82 88 89 71 182 172 181 ■ 19a M 

.•Hi ^ hhhhhhhhhh'tP 



^ ^ uur irequency taoie aireaay tens us mat mere 
hi 3 ( * ) V r * * ^ 1 i^ c<s 20 Vs. c * s ^ underlined in red i 

j x i \/\ 1 1 o | the Vs in blue, so that the eye could readily find 

j ■ l [' ■' S ^They were then typed on another sheet of paper to, 

j 1 £ jj.* i t ‘ ^ j ”^^j||with their letter-numbers ; thus, 

i'^M ' , H H H H ■ H H H H 

i , . r H-i Ijjlil 17 82 86 69 71 132 172 181 






l‘ V 



c :■ 



: td j . ^ r- X7 ox oo oy 71 10 a X7a lot- iwu 

tsf'-f: 'Srpi—y HHHHHHHHHH 'Wi 

'•V : i * / 217 258 264 807 309 867 873 878 896 398 ' '^1 

>i ~k ■ k. hh, ttuf tk 1 h 1 * ’■ .1 qjl \pJl 
! V ' JLu/w;. 0 ^ \ 0 jj® 

« 1: 1 . ; ^ ^V. xir *~A V^tVv. dvwjjj* 

‘SX ■ * * 1 ''f’i fZ'Kj • i^>-^Lw (fl £Ll £2»-L 

JLL 1 ** ■r-' V ' U ^ V rt 9 I) n ?^‘_ r U\ > -w ; Vj i ? 0 
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Now, as already explained, our problem is to find tbe 
mathematical formula that the Germans used in dis- " 
arranging the original text And since in pure German ‘ 1 -_°V 

the letter c is nearly always followed by h or k (only . 1 ? 

the digraph ch will be considered in this problem, as the V 

anolysis of ch will not be necessary) , if we subtract the 
letter-numbers of all tbe c*s from the letter-numbers of ' \ \\ 

m i 1 

all the V s, we should find a common factor, unless the 

■ ■ B m 

cipher is a grille or double transposition. ' '•%’ ' 

Let us, therefore, take this first step and see whether ■ , [s* 

the resultant figures indicate the type of cipher we ore ' 

dealing with. The distances between the c’s and Vs can r ' 

j 

be graphically shown by writing the Vs and their letter- 
numbers in a horizontal column, and the c’s with their 

- • > 

letter-numbers in a vertical column, on cross-section 
paper. By subtracting each figure in the vertical 1 

- <f 

, column from each figure in the horizontal column we ^ 

arrive at the distance, or number of letters, between ^ 

each c and each V In cases where the h number is 
smaller than tbe c number it will first be necessary to add 
424, the number of letters in the message, to the h num- 
ber before subtracting; thus, in tbe first case U-14 plus ^ • 

424 equals H-438 minus C-85 equals 353. 

The following figure shows the result of this process: 
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it is difficult to believe that MI-8 is cleverer than 
\German cryptographers who obviously have not 
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Ithey would never have recommended such a system. Lei 

tf jus be fair to the German cryptographers. Perhaps Ger-*^j|^ 

man officials are like our own and do not take the recom-*?^®“ 

mendation of ciyptographers as seriously as they should. 

' , We have steady noted that 8 of our 15 c’s &re^jPi|p 

properly placed, or at least they are followed by h. Let 

• • • " ^va 

us see if we can place the remaining 7 c’s. 

C, line 50, is followed by k ; ck is a very common 

German digraph. 



. C, line 78, is followed by i in the four-letter group 
naci. 'This is most unusual because in pure German 
letter * never follows c. Have we made an error? Per-^.^^^ 
haps the copyist has made an error, or the German who^'j^ 
enciphered the message. If not, and we are on the right 
track, naci must be a group of letters from a foreign 



* “ 1 word. We have already noted the Spanish w'ord pesoX^^^ 
Perhaps naci is the beginning of the Spanish word^S^ 
nacional — national. This seems reasonable for in 
86 we find anal. ' 

C-310, line 103, is the final letter of the trigraph nec^ffi 

• m * 4 ^ IV 1 

■This c is apparently also not followed by h, for 
reference to Figure 4 shows a question mark. As nec$$&£ 
suggests no word, let us pass to the next c. *■ 

C-331, line 7, and c-381, line 57, have question marks^^ 
after them in Figure 4. They either are not followed by^w 



h or the technical construction of the table used by the^ 
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, f . The sequence in eueli of the above lines is 16-8-2-3-8-12- | 

if. 8-11. • '1 L%j 

j . jl.* • After dividing Figure 9 into German words, it reads: 

life 4- '"v; _ .‘411 

A h J ^ p ■ • Decipherment — •{ %• ' , T 

It i die Kaiserlichen Konsular-Behoerden in "* ,x 
!v cUw** - der Republic Meooiko Punkt. - . - j *>3 Sy2 

it '*V « W C»J .1 • A ± -■ I .1 1 ■ 
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Der Irihaber dieses ist ein Reichsangehaer- 
iger der unter dem namen Pablo Waberski 
als Russe reist punkt Er ist deutscher geheim - 
agent punkt Absatz ich bitte thm auf ansuchen 
schutz und Beistand zu gewcehren komma ihm 
aitch auf , V erlangen bis zu ein tausend pesos 
oro nacioiial vorzuschiessen und seine Code- 
telegramme an diese Gesandtschaft als konsu- 
laramtliche Depescken abzusenden pwnkt 
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"j. ’ but wait for him. • 4 j'^!K f 5 

* *’ I tried to appear calm when Colonel Van Demon ^ ^ 

entered his office. He seemed a bit surprised when he '^f 1 $5 
found me waiting. •%& 

“What’s on your mind, Yardley?” he asked as he 5g§ 

^ sat down at his desk. . . . V i) Wi 
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a German transposition cipher. The address, signature " 
and the message itself were first written in German 
?^f ‘and then by: a prearranged diagram the. letters weret^ 
| ■^jouxed up. Our problem was to discover the formula by'g-| 
| which the letters were disarranged.” ;3 ; 

“Have you discovered the diagram ?”v 

r S , "Please offer my sincere congratulations to the per-' 

S? sonnei^Sf MI-8,” he said, ■■ “If for no other reason, the r te 
decipherment of this document justifies your bureau.”/-^ 
For an hour: or more we discussed the decipherment ■ r 
r^CTof the Waberski document, and the feasibility, now that £ 'X 
$ g^we had discovered the German espionage method of j 
t ^identifying their secret agents, of'drafting identification j; 

J ? ciphers afong the line of the Waberski cipher for use by / : 
^ f . our own agents in Mexico, so that they could pose as 
German spies. 

^ On February sixteenth Pablo Waberski, manacled * 

& mi and under heavy guard, was taken by train to San . 
PW Antonio, and from there to the military prison at Fort 
Sam Houston. Though carefully guarded while in? * ^ : 
q v - carcerated here and awaiting trial, Waberski composed ? - 
I r a cipher message and attempted to have it smuggled out . 
t f»pt prison. It was intercepted and sent to MI-8 for de-^ <: - 
* dpherment. A* _ •. 

It was addressed to Sefior E. Tanusch, Calle Tacuba 
81, Mexico, D. F. The translation reads: 




Need my note-book which I left in Mr. Pag- 
lasch’s safe. Very necessary. The address, ' : ;- 

**£ 3 it . y. - : 

. Ou l" n r?> n .J 

cl q r*- £ /r ^ L * L 
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Seflor Jesus And radii. Box 681, San Antonio, 
. is absolutely safe and it will be delivered to me 
in secret. I have forgotten certain names and 
addresses which I need in order to show the 
people here that I am innocent. Need money. 



ns z 
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, people here that I am innocent. Need money. ^ 3 

Waberski obviously recognized that he was in a » ^ 

desperate position. .. ^ 

i In the hope of intercepting the reply, our authorities L. ^ £ 

mailed the cipher message^. But no answer ever came. * [ i 

■•Finally in August, 1918, Pablo Waberski, whose real 

name was Lather Witcke, was tried before military 

court. He was charged with being a German spy. The 

trial lasted two days. He was found guilty, and the f 

. ■y* 1/ 

court sentenced him to be hanged by the neck until dead. [ 

. 1 The failure of Pablo Waberski, like that of many 
other spies, was due to the skill of MI-8, As o ur skill \ 

increased, our power as an organization was not onTy~>> 
to affect the life of a single person but was also to shape j 
the decisions of governments. .... * ^ 
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> .-/ -. . , CHAPTER VIII . .._ .-VriSfgg 

’,1-V-' /. ■ '■ ;A Stolen Code . t'irfrj&S&Sfi 

" ■' __ 1 ' ' ‘ v \ fy'&W+R 

One morning my correspondent at the Department- ' 

* ‘ . 'ril "7 1 
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oi oiaxe is comroneu oy a smau clique in ine Qipio-***.^^ 

matic corps, and this man was considered one of its*, m 
■ - , 
most brilliant leaders. He was a staunch supporter . .'JwSt 

of MI-8 and dealt directly with the Secretary of State. 1 1 

He was positively the most mysterious and seeretive^’vVj&f 

man I hare ever known in my sixteen years of. ex^'^^Kg 

perience with the United States Government. Al- . 'jY 

though I dealt personally with him for several years, I 

know less about the man now than I did the first day .v>jV 

I saw him. He was almost a human sphinx and when r ,m '3* 

he did talk his voice was so low that I had to strain my ’Yr$ 

ears to catch the words. ■ ’ . 

■ ■ . . . “ ■' 

He offered me a cigarette without any greeting and 1 

lighted one himself. A good minute passed before he 

spoke. Being accustomed to this procedure, I always’ * -Vjp 

forced him to open the conversation. Sometimes sev-, 

eral minutes passed. . 

“The Spanish code?” he almost whispered. ’ 

By this he meant when were we going to be able to . ^ m 
read Spanish diplomatic messages. Our powerful wire- ^ yjffi 
less station on the coast of Maine was intercepting hue- 1 
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“What has the Captain told you. Miss Abbott?*’* I 
1 : began..* .** V" * _■ - J ;‘ " ■_ «v ■■ ,4 f- , ■/*’ */• 

• “Nothing,- "except a .very amusing story,” she said. 
V*- I felt a certain^reluctance about taking her into my 

confidence, not because her report was .by any means 
'V ' discouraging^ but because I had heard so, many stories 



■ * the Unitedr States Government was making an effort to 

'V so ^ e the Spanish Government’s codes.., Should Spain 
y V‘ learn of this it’ would mean a change of codes. We had 

1 * ' , i 

already made a great , deal of progress and I knew I 
' / would have' to impress this on Miss Abbott. V ; ** * 

* '-'/y ■ ' r ' “You have no idea why you were asked to come here?*^ 

' I began again. t ■. > Ss 

- ‘ ,V / . “No. Mrs. Blakeslee telephoned me that I was-'*.?! 

, ' ’ ” wanted here. She gave no reason. She was very mys- 

. terious about the matter, but she always is.” 

• v-*v / 1 “You know the Spanish Ambassador?”. I asked her.* 

1 . .*■ ' “Any of the Embassy staff?” 

• ■ • , .“Slightly.” , > '4 

' , . , 1 -.Perhaps, I thought, the best plan would be to tell 

4 i «* ^ | * l ■ * ^ ^ ‘ . i i ■ ^ t » * s ■ M ^ 

■" c‘ '■!. , her’ as little as .-possible until! had an ‘opportunity to 

.* m ' 1 " ' , <• . i 1 ' ^i 1 ' ^ if, 

r ; judge her character and discretion. • : ' - fcl 

v r “You could cultivate a better acquaintance with some 

of these men? - ‘ " ' 'j.- 

■ ■ 1 . • • * .* I * f w 

■* *For obvious reoaons the correct name can not be given. "r ' <'• 
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ular cable the equivalents are: 






lowing, apparently an innocent cablegram from Ger- 
many,” I said, and showed it to him: 

From Germany _ . i 

' * 1 To Schmidt & Holtz, New York .• 

■* I ^ 

Give Victoriea following message from her 
lawyers lower terms impossible will give fur- 
-ther instruction earliest and leave nothing un- 
.* tried very poor market will quote however - 

soonest our terms want meauwhile bond have . J 

, 1 already obtained license. 

•' Disconto 

i 1 . i m 1 

“This cablegram appears on its face to' be harmless,” * ' > 

I said, “and seems to concern a lawsuit or a sale. In 
any case, it readily escaped the British Censor for Vic- 
torica was unknown at that time.” 

I now pulled out another document. “Here,” I said, 

“is a photograph of the letter containing instructions 
for decoding cables of this type. You can see the secret 
writing as developed in our laboratory. 

- “The first consonant of each word in a clear text 
message stands for a figure. In the case of this partic- > 
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If Boyd could only get a copy of one of these codes, 
and if this girl could find out whether or not the others 
were secondary copies, we need only discover the system, , 
or if there was no system, the mere fact that there were * 

, primary and. secondary codes would aid us. Negative \ - 



right.:, 



». you will be much more Valuable/ Suppose you cultivate \ », -Vl-i?'' .» 
Mr. Gomez. If you succeed in this task you will he our 1 i 

V best cryptographer.”," & -*! * ■ J .si> i 






X.V’tf 



for Mr. Gomez. * , . .v r v .; v^;,* ,•* ; 'V y> . * 

, * ' | ■ f ' i * . • * > , 

The girl prepared to leave, and I turned to her. ' " * . ■ ' " J 

“Communicate with me at once if you learn anything. 

Of course I should 1 warn you to be discreet and all that \ * ; 

- ... * *' - 
sort of thing, but I don’t think it is necessary.” \ ' ’ • 

"It isn’t,” she said simply. Then she flashed a reas- ‘ # " • 

. .. , * ' •<*■'* ’• 

surmg smile at me and was gone. : ; * 

■ • ■ v- .w.- . ’ -II f; 

' Boyd left' Washington for the Panama Canal Zone ' 
a few days later; and it was not long before I received 7 f 

an inquiry from him requesting me to cable him at once 

'j'h, tfi 1 r' *7 ii*. Uiu -M- d*, 






& 



’ f 

• * . 

/ l. 









>'■ . 



U 

r-.i i * 










192 



THE AMERICAN BLACK CHAMBER* 



M !' 






* }/.« J [■ * ' several copies of different Spanish diplomatic messages. 4 ■ 

iw 1 1 _ ^ .* . 

F, JJ ’ i‘ * ■■ In response to my inquiries about his success, I had only .^ JL j 

: j. [; f I. the laconic reply that he was progressing satisfactorily. '-'v 

* jj ! ' Then came a message requesting funds on the Royal 

( IvSj ,! ( Bank of Canada with the urgent demand for quick 

f r w.; i execution. And then he seemed doubtful about the code * r Y& 

[ r^‘l f ; } 1 he was preparing to photograph. *• He did not seem sure 

f j. j ; that it was the code we desired. r.i 

, ; i - t r .. Boyd had stolen into the Consulate at night, opened i#«g 

* f (1 ! the steel safe which protected the diplomatic code, hut / 5^ ! 

; j, .I j* | j j had been unable to decipher the messages which we had 

Ij U m i cabled. For this reason he doubted that he had dis- 

irk li covered the correct code. Boyd also explained that only 

Jj ' a few pages of this book could be photographed each 

™ >: 'fcf-'J-j > night and to make a photograph of each page, with the 

te fo * j . facilities he had available in his secret proceedings, would t 

f ^Jr require time. .. ' ' 

h j? g - * 5 !h, v ** / * , were not surprised that the book Boyd found 4 j Q jfjr ‘ 

| ?| , ‘ would not decode telegrams passing between Spain, r ^»s^ 

* rt^>>rnerica and Germany. Miss Abbott had already sup- 'i'f^^ 

\t ('j * S**’ 1 ’ ^^ji^plied us with detailed reports regarding all phases of the 

£ s f \ | J** a - Spanish diplomatic codes. There was an amazing net- 

h J * . '£ 1 work of codes within codes. • 

* 1 S-* -ff !*1 J ■ 1 

|f fvj*(.{ t According to Miss Abbott’s reports, and of course 

'j j‘| confirmed by cryptographic analysis, the Spanish Gov— 

pJt* l| i ' ernnient was using in all twenty-five codes. Each mes- 

j( i\ j 1 sage was prefaced with an “indicator,” a special number 

J j | \ indicating the particular code which was used to encode \ 

f K ! the message. The complete list, so far as we were able 

. -4^-" jjU, ru^J-TiAZZi-- ij|j| 

jfe' f j I w ik ^ Uu \ ^o " : 'Mi 
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and instructed me to show him about.' I was not partic- *’ 
ularly pleased when I was instructed to tell this of- ■ 
fleer- our secrets. * But in order that the reader may '* 

appreciate my point of view it will be necessary to **, *• *'■ 
digress. . . "V : 1 ' ' /ik. 

’^MI-8 had been on good terms with the Navy Signal' 

; * '* ^ i , . , ■ . . * r j *■ * .1 

Office which compiled naval codes and ciphers. In fact ' 



; v. •• ' 



transmitted their first.' problem to me, they .. remarked, , ■’ ; ',’V 

f t ’V * i ■ - 

facetiously, that they wished me luck, for they thought a , '■ 

I would need it. 1 *, ## » 

run A • ' * j Tl_ il 3 -1 1 '• ■ . '> 






The American- and British fleets maintained close 



liaison, for it was necessary- for them to communicate ; {/. ' 

■ ^ 1 » ji>^» '"i i/-j ■ i 

with each other during operations. 1 The N ayy Depart- * / > 

rrt /\/^p frn* paaii af nnmmimimilinn Viocn cnK_ i ■* ^ 




ment methods for secret communication had been sub- * 
mitted to British cryptographers who had pronounced ' ' 
them indecipherable. Because of this, I was especially 
anxious to demonstrate our skill. * . . - 

1 

The Navy system was a most elaborate one, and ati , 
first it looked as if I would need a great deal of luck. ’ 

•i < 

But after several clerks had compiled elaborate statis- * 
tics which required thirteen hundred pages and six' hun- 
dred and fifty thousand entries, the messages were * 
readily solved . Thirteen hundred pages and six hundred 
and fifty thousand entries, merely to prove that the , 

United States Navy was still controlled by amateur j 
cryptographers 1 "" “ , ‘ ' ’ 

■ . * \ 
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could now read documents in nearly any language in 

thirty different shorthand ‘systems; and our Secret-Ink 

Subsection was examining two thousand letters a week, 

and had developed over fifty important spy secret-ink 
% 

letters. 
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Example of personal cipher turned over to MI-8 by censor. The 
reader may wish to try bis hand at decipherment 
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4<U| ^ \ 7 

breaking enemy, cipher and code messages, \ X'^ N 

being represented in their office by a Liaison ^ r ^ ^ * 

Officer who looks after the interests of the ? . ^ 

, Navy.** • ■ ' . JO 3. 



txx lucu yj ujr a JLuaiauu ■ » ^ 

Officer who looks after the interests of the ? . ^ 

. Navy.»-. \ 50 J. 

■ - "*'**"' •' ■ V* ■ " ' ; : ,{ \>o ; S ' 

For once, .the Navy Department, ever jealous of its U ° 

prestige, admitted failure‘s 3 T < ' > -V ^ F i, ifl 

I * £ * ' ■ , •- f‘ { .*,• {■**<[» t, )M **|, I ♦ % 'll J 4 ■'(.Vi ■ >■ V ' « 

» r »' 1 h ■» . ‘ . '*■ '!• T:--, v.tV •' » , tisV t. ' * ft 

Cryptography, seems to , do .queer things to people."^ , ’ i ] 
Dn :r several occasions I had been obliged to let persons J J. ’ *. 
resign on account; of- shattered nerves..”;. I; too felt the \\ "4 
strain 'and though! said 'nothing about it* for several^ 
weeks, in ‘July I "suddenly knew that I was close to a J * / J ';’V 
breakdown and asked to be' relieved. * » V/ .„/! . * 

General Churchill was sympathetic, but refused to ^ ^ " ,r t 

accept' my resignation.'" Instead, he asked "that I draw \J *^8 V’ 
.up plans for a "Cipher Bureau for the Expeditionary y J v 
Forces to Siberia which was then being formed. Papers 5 . /' ' 

were drawn up ordering me to Siberia with a selected ^3 ' v jf * 
personnel, when a cable came from General Pershing, ' , 2 . 

asking that I be sent to France. ^ f 

✓Although I felt some pride in General Pershing’s 4* . 
/request for my services in France, I was too ill to take ^ ; \ 

a great deal of interest in what was going on. I had j j i 

nothing to do with the plans that were made for me, but .3 3 * j ^ 

it seems that after an' exchange of several cables it was ^ ^ <L 
decided that I should go abroad on temporary duty to 7 j J ’ 

establish liaison between 'Allied and American Cipher » 'J * i ‘ 

Bureaus, and to* obtain 'certain information from “our 
Allies on the subject of codes and ciphers. 4 | i 
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deal of tea and drank quantities of whisk v and soda with -\3 

* *.1 .j 

various officers in the War Office. They were affable 1 ' 
enough and invited me to their clubs. But I received 

, ij, ■ 

no .information. . _ s ‘ ' * “ N 

I was at a distinct disadvantage for I did not dare 
communicate with Washington, since the British would 
decode every word I sent. Not having anticipated that 
I should find a British subject in possession of our secret 
codes, I had brought with me no special means of ea~ T -;||£ 
ciphering my cablegrams. vf 

While playing a waiting game with the War Office 
I quietly investigated the situation in the Military At^ 
t ache’s office, and finally took a chance on transmitting 
a secret cable to Washington by a method that I felt 
certain the British would be unable to decipher. This ^'^ 
method, I am sure, is worth describing. . 

Several months previously the Mexican Government Si 
had changed their diplomatic ciphers, and the small 
group of cryptographers who specialized in MI-8 on 
Mexican telegrams was unable to break into the new 

« w 'V s 

system. Although they had been able to discover the 

m j- . 

type or method under study, and had followed the usual 



successful attack. - 

- * V'S-tfs 

saw that these cryptographers wcre'*--?v$T 



j jj type or method under study, and had tollowed the usual ,7^, 

!;j, ’• | analysis necessary for the solution of such ciphers, the 

jf jfrl '#/■ messSL 8 GS resisted successful attack. - \ 

j I , » Finally, when I saw that these cryptographers wcre;-VJ^" 

3 i ? " merely going around in circles, I took a summary of their" 

•j, ;rj 1 ^ ^ statistics and analyses home where I could work un “^ : ^§£r 

f C b; disturbed. The analyses before me showed clearly that'"* 1 ^ 

[!i x vthe messages were enciphered with a mixed alphabet, 
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one but HI-8 would be able to read my dispatch, despite 
the fact that the British must have by now photostated 
our codes. 

■ I went on to describe the exact situation in the Mill- 
tary Attache’s office. I did this with some trepidation, for VS 
although General Churchill had told me to report any- ■ *3^ 
thing I considered of interest, I still felt some misgivings 
as to his attitude toward my meddling in affairs foreign 
* to my mission. I doubt if I would have had the courage * 
to draft the cable, had it not been for the fact that Colonel 
Tolbert told me that the British had made repeated 
efforts to plant British agents in his office in Copenha- 
gen. 



Still I reasoned that as long as we granted British 
subjects access to our secret means of communication, 



' ‘i/tV 1 



even 

them 



in one office, nothing but stupidity could prevent 

from reading every message sent and received by ( 'j 

our military attaches throughout the world. Sooner or ? 
later peace would be declared. There would be a * '*$3* 
squabble among the powers for the spoils of war. We 



- ' iy ’.s'H 



would be helpless in our negotiations with our com- - 
munications compromised. 




In order to save my face, I suggested that Van Demon <, ^ 
be ordered to make an investigation. After all, I was s , Ste 

... ,, O L . 1 f 

nnf nivira TViAna f nnn A PnTtfmn 1 if. d . 1 — . 



nothing more than a Captain. 

I managed to escape the scandal my report produced, 
for Washington was horrified when it learned that our 
Military Attache’s office in London was full of British 
subjects. An investigation was mode in every Military * 1 
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Attache's office in the world to the end that all foreigners • - ' ; 

were discharged and replaced with Americans trained 

in Washington. . " ■■ f \ \ ) 

But this did not assist me in my mission, though I ' „ \ ; ! 

did receive the thanks of General Churchill.' ' Discour- » ‘ ] 

aged with the British refusal to all my requests/ Icabled ‘ i '~ \ V , j 

for permission to proceed to Paris. The matter was taken ' j 

up with the State Department and I was instructed that " 1 \ , \ 
■ \> • -*, ,f a. .* * »/•,., *. , "i 1 ’ v v ..“i <.-■/' r 'i 

they advised that I not try to press the British, but that 1 1 1 ' l j 

I should gain their confidence by my silence and discre-' . " y. , j 

tion, and should, establish pleasant personal relations. ■ 1 " ' 

They.told me that the English were cautious about giv- * ’ / *. j 

m 1 ~ • V . ' I ,l i 1 * <| 11 <l‘» A 

ing confidence until fully convinced of one’s trustworth- . * • , 1 

mess and discretion.- ‘ , .. ' ' ' ‘V ■■ “ '] 

^This was sound advice but scarcely helpful. "Our rela- ' ^ ^ j 

tions seemed pleasant enough. 1 At least they gave me’ * ^ ' • # j 

' enough whisky and food to keep me dizzy nearly every. ■ • '' 
night. . Perhaps I couldn’t drink enough. t 

Finally Captain Brook-Hunt .of the British War - 

Office submitted to me for examination a combination J | 

substitution and transposition cipher. The British Army J? 

planned to adopt this cipher for the transmission of tele- ^ 
grams along the Western Front. Since such messages 
carried definite information, such as the disposition of * & 



troops and the hour of attack along different sectors, ? 

was vital to the lives of the troops engaged that the mes- 
sages be indecipherable, for German wireless stations/ k ‘ tyr. *• ! 

intercepted all telegrams that passed through the air andjTr^Ui^^vj^ J 
passed them on to the German Cryptographic Bureau atU^T* 
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German headquarters for solution. Headers who are old 
enough will remember the laconic bulletins i^ued by the 
War Offices, such as: 

i 

Our troops made surprise attack on sec- 

tor, but were repulsed by superior forces. 

Surprise indeed! More likely than not the enemy 
knew the hour of attack and strength of the forces en- 
gaged by the decipherment of wireless intercepts. How 
many men died for this reason no one knows. 

If I could break this cipher the British were about to 
//It ^^dopt, and demonstrate that it was suicide to use it for 
t Trontdine military messages, all my trouble with the 

* ** m* 7j\ r a r Office would be over. Such an accomplishment 

would establish me on a professional basis that could 
not be denied. With these thoughts in mind I asked 
the Military Attache for a room where I could study 
undisturbed. Here for several days I pored over the 
sample messages that Captain Brook-Hunt had given to 
me, striving for a solution. Suddenly the whole struc- 
ture of the messages fell apart and I rushed with my 
solution to the War Office. 

Its doors were now open to me ; I could have anything 
I wanted. That evening I cabled Washington that I 
was on extremely good terms with the British War 
Office, due to my lucky decipherment of a double substi- 
tution and transposition cipher which they had recom- 
mended for use at the Front. 
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who cabled it to the Secretary of Stale, who in turn * ‘ ' *. 

gave it to the President. Diplomatic procedure would 1 
require that such sensational information be transmitted 

hv Pnrwcm Offlpp Ift AmVtneeo/Ini* *Po rrp V111+ A 



L " Edward Bell r was on extremely good terms with Ad-^r.^^p 

' : ii ii i .i «>..i \ ’ % ' vi i ..i .i 



1 mission in London and was prepared to give me as httle^^ 1 ^ 
information as possible. He made it clear that he m 

_ _ _ _ __ , „ . . _ „ . _ — / *51 



soliitelv would not deal ofFiciallv with the United States 



to the United States Government. Upon my return to 
.;’ T Washington they would be handed to me personally 

'f - _ . ' These codes, so I learned, had been photographed from 
1 the original by on English spy within the German Ad 

miralty. ■ *• .y 
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being deciphered and the undeniable fact that the French 
A mbassadar in Washington , since my first visit to Mor- 
dacq, had transmitted to our State- Department infor- 
mation these messages contained. 

? Two days before this Washington had asked me 
whether I thought it advisable to ask Colonel House to 
help, but when I cabled Warburton's interview with 
Clemenceau and Cartier, they readily saw how hopeless 
it would be to ask Colonel House to use his influence, for 
it was by now obvious to every one that France had no 
intention of permitting me to have even a peek into 
La Cham bre Noire . Later, when the reader sees some of 
the diplomatic messages deciphered by our own Black 
Chamber, he will better appreciate the iopossib lity of 
my entering the doors of the diplomatic Code and Cipher 
Bureau of a foreign government. However, my ne- 
gotiations were not wholly in vain, for my failure im- 
pressed upon American officials the absolute necessity 
for an American Black Chamber even in peace times, if 
the United States hoped to thwart the machinations of 
other governments. 

That Washington was planning for the future I was 
assured by General Churchill's frequent letters, telling 
. me that he was sure that, with my added knowledge of 
codes and ciphers obtained abroad, MI-8 would have no 
? equal in the science of cryptography. t . 
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' i K'jA 

share of glory in the part that the American Expedi- 
, t tionary Forces played in the winning of the war. 

While at Chaumont I received orders from Washing- 
ton to report to General Bliss, for “special duty at the*/-$K 

■ . V ' Peace Conference.” '■ I cabled for further details and was""^§| 

*\ - ’ instructed that my special duty was to organize code and" 

, /a' ‘ cipher communications between the Peace Conference 

and the Military Intelligence Division at. Washington. 

.tt, was to ^ that my status and allowances as Military Ob- / 

- - ' v ' \ server ceased when I reported to General Bliss, but that 
“ v,‘ General Churchill, who would soon arrive in Paris, ' 

would provide an allowance from special funds. 1 ■■ ,n $$SL 
I immediately left for Versailles and reported to ■m 
General Bliss in person. * lie gave me a letter to Colonel 

* » * * * ■ . ■ ■ iVTffii 11 * 

■ , '■ Van Deman, who had been appointed Director of In- , ( lr r ? ;,v5' J 

telligence at the Peace Conference, authorising an ^thing 
he considered necessary for establishing a Code Bureau 
in Paris. Van Deman in turn gave me the same author-* ' -^$^4 
ization. 

* '■ I immediately telegraphed General Headquarters for 1 

several particular officers and field clerks, demanded two - 

i # I 4 

- rooms at 4 Place de la Concorde — the general offices l 

,, m i * 

of the Peace Conference — and within a short time was 
well organized. As it was difficult to anticipate my 
■" duties, I prepared for both a Communication and a 

Deciphering Bureau. Eventually we handled the mes-' 
sages of General Bliss, the Secretary of War and 
lf tary Intelli gence; 'deciphered intercepted wireless ; 

1,N • ' messages of the Entente; and devised codes and ciphers 
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J7 j i -o,r 

began to write on the package, Goelefc edged closer and ^ 
watched him slowly spell out the address for which Van ' J 



Deman had searched in vain . 1 






If I was unprepared for the sort of espionage that ^ o ^ 
engages women to attempt to influence the decisions of 5 

our Peace Commissioners (though one should never be ^ 

amazed at what occurs either during a war, or at the . '5 ^ ' 

, division of the spoils) , the reader may well appreciate the 3 ^ ^ 
shock I received as I deciphered a telegram which rc- ** ^ -a 
ported an Entente plot to assassinate President Wilson «£ 
either by administering a slow poison or by giving him-^ 3 ^ 
the influenza in ice. Our informant, in whom we had the^{ 5^. 
greatest confidence, begged the authorities for God’s ? ^ 

sake to warn the President. _ j 



^ C 

I have no way of knowing whether this plot had any ^ 
truth in fact, and if it had, whether it succeeded. But 7 0 

there are these undeniable facts: President Wilson's 
first sign of illness occurred while he was tn Paris , and^S ^ 
he was soon to die a linacrina death. jJ v 






After the President arrived and the excitement sub- v ^ ^ 

sided, there was not a great deal to do. In fact, except ^ <5 ^ , 
for a few overworked clerks, and the Commissioners 4^ | 

themselves, the whole Peace Conference now developed 
into one grand cocktail party. Even*' one with the Mis- ^ v h, -S 

mu m , • m ^ J J ^ 

sion received stacks of tea and dinner invitations. And in & > ^7* 

' j. -o r 

typical American fashion it was the general custom to ^ ’ ^ I 
blackball any French host or hostess who failed to serve 
champagne. No wonder the French dislike our man- J * r J J 
ners! S I 
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- 

Messages trickled in now and then from Washington V.^ 
about the status of MI-8. We were all dreaming now of 
a powerful peace-time Cipher Bureau, and at last, late 
in March, when it was obvious that MI-8 was rapidly . ! ‘J5J 
disintegrating, General Churchill ordered me to proceed ■ .'fi.Vft! 
to Home to See what information I could pick up there.: ~ 
about codes and ciphers, and then to hurry to Washing- ■ V4f*t 
ton to draw up plans for a peace-time organization. „ ¥0Z 
In Home I learned very little. The Italians were,^^ 
reported to be clever at cryptography, but I soon was * / 
convinced that they were not to be classed with the ; 
Prench and British. . - V.4- jrf 

The day I sailed for the United States from Genoa, . 
a cable was forwarded to me from The Hague, stating . -‘iv-Vk 

• ' *1 9 k^ 

that the German diplomatic codes I had failed to obtain 3 

* -S h\r 3 



from the British and Preach could be purchased there 
from a German for six thousand dollars. The Military 
Attache had cabled me after I left Paris requesting that 
I proceed to The Hague in order to have the benefit of 
my j udgment . As this would delay my arrival in W ash- 
ington, it was finally decided that I proceed at once and 
send some one else to examine the codes. 
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"I was instructed to tell you that the State Depart- 
ment wanted a decipherment at the earliest possible 
moment/* he said. 

“Yes? How do you suppose we go about deciphering 
a jumble of letters like this?" 

“I haven’t the faintest idea," he admitted. ‘Tm only 
repeating my instructions/* 

“You fellows in Washington are always in a terrible 
rush to know the contents of a secret document. We’ll 
do our best, but don’t give them the idea that all we have 
to do is to go into a trance to reveal hidden secrets.” 

I showed him about the place, and got rid of him, for 
I was myself anxious to sec what the messages said. 

The Latvian Government, I later learned, had tried 
to decipher these messages and, after failing, hod asked 
the American Consul at Riga to send them to the United 
States in order to see what the American cryptographers 
could do with them. 

By the some analysis as that followed in the decipher- 
ment of the Waberski document we discovered that these 
-£■ ciphers were transposition , and written in German. I 
shall not go into the details of decipherment, for I am 
not sure that all readers will care to follow the method. 





■ - 
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ALSKI arrived here with money on hvt way 
to America . German Government permits 
exchange ,of journalists from here. The 
“Frankfurter Zeitung” is taking advantage of 
the opportunity. Urgently needed capable 
talent.^ j . \ : . 

i i 1 " * 1 i - ^ 

These messages created a sensation among officials 
in Washington, for they.’ were the first, authentic docu- 
ments that came into the government’s possession dealing 
with international Soviet activities. 






MI-8 also received original telegrams J that Lenin sent 
to Bela Kun during the White revolution in Hungary. I 
But these are too long to publish here. ~ ■ ~ t ~***~ **; 

There is one Soviet document, however, that is too — 

revealing to pass over. - f I have always regretted that I 
was not employed by a government, such as the Soviet bt»*******- \ 
Government, that .understood and practised espionage: 
in the same ruthless and intelligent manner. 1 ■ ^ 1 * v* 1 1 

The following document to me is unique. Although ' 
espionage as practised by the Great Powers is no differ- ^ 

ent from this, it is seldom that one conies into possession 
of a document that is so clear and frank in its instruc- 
tions to secret agents. - . - 

Instructions to 'Agents for Hiring Spies in / \ 

Legations . ' - '* * 

Instructions 

:l 

When enlisting the Chinese servants and em- - ! 

ployees in the legations of Japan, England and * j 

America you must pay the utmost attention to ■ | 

the following subjects: j 
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will recognize it; and having recognized it, will know 
that I muse also possess other Soviet documents of a 
more sensational character. For instance, instructions 
for the massacre of foreign nationals, etc.* 

* 8ov\9t agents, pleas t note. Yen, l once bad ropiest of these documents, 
but I don’t care to hare mr throat cut and do not plan to publish them. 
In fact they have been destroyed. So be reasonable. 
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During my absence abroad several unsuccessful at- 'JJjj 
tempts had been made to decipher these messages, and 
although I always have assumed that any code or ci 



be solved,, during the next five months I was to re^ 



gretmany times -that I had been so . sanguine in 
promise to reach a solution within one year. Since my -7$* 



return to the United States I had worked over these mes- Gfe 
sacres at- odd- moments, but it was not until July that I - ji&Xy ' 



sages at- odd- moments, but it was not until July that I ",3^' 
began a serious and methodical analysis. y 

I shall not of course attempt to give all the details of. 
the decipherment of the Japanese codes, for these would 
be of interest only to the cryptographer, but when I tell .* 
the reader that the Black Chamber sent to. Washington,. 
during the v W ashi ngton Armament Conference held two.,^ 
years later, some five, thousand deciphered Japanese 'jp 

*• r , 

messages which contained the secret instructions of the, ■■ 
Japanese Delegates, I am sure he will wish to know how L 
it was possible for the Black Chamber to take such an '• .■ 
important part in the making of history. Let the reader 
therefore, for the moment at least, put aside his natural ‘ $ V** 
desire to listen to the whisperings of foreign diplomats *• 
as they lean closer together to reveal their secrets, and I 
shall try to tell a few of the tremendous discouragements ' 
that I had to overcome in the decipherment of this code, - . 
written in the most difficult of all languages, Japanese. 

At the time I began this enormous task I knew nothing : 
about the Japanese language. Before we begin to * 
analyze these code telegrams, let us therefore see just 
how the Japanese language is formed. 1 ' 
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Japanese differs m grammar and in vocabulary in 
its spoken and written forms, but here we have to deal 
with the written form only. From about the ninth cen- 
tury on, the classical language was expressed by the use 
of Chinese ideographs. These we have all seen on Chi- 
nese laundry slips, which we reluctantly accept as a 
receipt, wondering at the time if the Chinaman will be 
able to find our shirts and collars with the aid of these 
mystic signs. These ideographs, as of course the reader 
knows, are either pictorial or arbitrary symbols. We 
might call O a pictorial ideograph, which, though ex- 
pressing no sound, might symbolize and be pronounced 
sun in our language, while in another the sound would he 
quite different, the idea sun however remaining the same. 
In our language we have such symbols as 1, 2, 3, 1, etc. 

Though pronounced differently in other languages they 
mean the same thing. 

The method adopted by the Japanese of expressing 
their language in Chinese ideographs proved very cum- 
bersome, and in the course of time it became necessary 
to resort to abbreviations which finally took the form of 
kana. The kana which m ight be terme d the Japanese 
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seen how I proved that Japanese has its peculiar letter. 



syllable and word behaviors just as any other language yj^ 
has. Of course, without the assistance of a corps of 
typists' this work would have been too-enormous even to ' 
contemplate! 1 - V 1 - ’ 1 



V,*’’ contemplate! ' * * - I’ ' 1 ' ‘ ~k 

■ But what about the code telegrams 1 
. - . Let the reader again examine the code message on 

page 251: ’ Now that we have our' Japanese language 
charts, how shall we go about deciphering these tele- 
•_ ‘ ■ grains? ’ How indeed! 1 Since April, and this was now- 

\ . July, I had pored "over these code-messages at odd mo- 7^“ 

' ments trying to discover what type of .code or cipher r ||| 

the Japanese were using. I finally made up-my mind 1 
. 1 ’ * that these messages were encoded with a two-letter code./ tfr^j 

If I should go into the labyrinth of analytical details 
showing why I finally arrived at this opinion, I am afraid 
that we should never get to the Washington Armament 1 

1 < ,^,7 - 

Conference, or at least not in this book. ' 

Whether right or wrong I had to start at some point. ' > 

I turned the telegrams over to my typists with instruc- SB 
tions to divide the ten-letter code words into two-letter /J&- 
groups and copy them in the same manner as they had the 
Japanese language telegrams. They selected approxi- * 
mately 10,000 two-letter groups and carded each group^ v^ 
on a separate card, showing the four-code-group-prefix ^ 
and the four-code-group-suffix, ‘just as they had done';; $ 
with the Japanese kana. These cards were sorted ac—i^A 
cording to prefix and copied on sheets, then sorted ac- 
cording to sufiix and again copied. I now had before^^J 
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, not ottl\ -0.000 lines of Japanese language data. but 
,^ f , -jo. 000 hues of co.lc data 

Toe tj ping and indexing, tlie retyping and rcindexing, 
1P a n 00,000 lines, as well as the compilation of reduced 
statistical charts, together with other miscellaneous 
data — all this work, done by a corps of typists, is the 
background of the scientific cryptographer. The reader 
will now belter appreciate the difficulties I experienced 
as a cleik back in the State Department when I was de- 
ciphering our own diplomatic codes, for, since I was 
working alone, I was obli ged to do a l l this drudgery . 

As I had anticipated, the indexing”*)? these code words 
fioth by their prefix and suffix, revealed in graphic form 
repetitions of varied lengths. My first step then was 
logo through all the messages and underline in different 
colored pencil all the repetitions of four or more let- 
ter'.. Tins work I did myself, in order to familiarize 
inj self with the text. My typists also compiled tables 
of ihcse repetitions, taking great pains to add the refer- 
ences (page and line) so that 1 could instantly refer 
to the exact position in which they occurred in the mes- 
sages. 

One of the most striking points that these charts re- 
vealed was that the code group cn occurred only 11 
K'Hcn, and that its position was, in most cases, in the last 
ten-letter code group of the messages. Now one of the 
riaiorib that l had been uncertain of the possibility of 
a two-httcr code was the fact thaL the last code word 
c.L’Cayj contained 10 letters. As the reader can see, in 
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hare made so promising a beginning. ... The 
agreements you found are very striking ... 
your method is fine and your results are proba- 
bly right . . . there isn’t one chance in ten 
thousand that you haven’t hit the meaning of 
the differential group. . . . How I wish I 
were with you. ... 

...And how I wished he were with met Theseletters 
kept up my courage though I still worked mostly im 
circles. Finally I made several trips down to the Japa- 
nese Consulate in New York to look the ground over 
and make up my mind as to the possibilities of getting 
into the Consulate’s safe for a peep at his code book. 
If I could only be sure that I was on the right track. But 
this would be too dangerous to try in New York. Why 
not try it in some other country, where, if caught, we 
would-not-be suspected! I must see Blank about this, 
and get his opinion. One thing was certain. Washing- 
ton had given me a job to do — the decipherment of the 
Japanese codes. If I couldn’t do it one way, I’d have 
to do it in another. 

I took up again the history of the decipherment of the 
Rosetta Stone, which led to the reading of the Egyptian 
hieroglyphics on the ancient monuments of Egypt. The 
problem here was not unlike my own, but the method 
of attack used by scholars was so primit ive and ele- 
mentary that I did hot get much encouragement. Their 
idea as to what constitutes evidence in the correct identi- 
fication of any given ideograph was so vague that for 

centuries they had published , solutions that later proved 
^ V I f fyjAUK* 
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Sau Francisco on November first, is urgently requested.’ 
“The ideal repetition is one where the difference is be- 
tween similar beginnings and endings. Can’t you .see 
how simple it would be for me Lo find these names in 
the code message ? I ’in sure a telegram along these lines 
would enable me to break into the code. Do you think 
a bona fide case can be found?” 

This idea intrigued Churchill for he was born for 
espionage. Later, however, he told me that they had 
been unable lo find a real case that would fit. It might 
take some time; wc must make no error that would lead 
the Japanese to believe that they were being duped. 

General Churchill, in my opinion, was the greatest 
executive produced by the General Staff during the war. 
He knew what he wanted; but when he told his sub- 
ordinates to do a job he was ready at all times to lend 
them any aid at his command. 

The reader must not get the impression that I had 
given up all hope of deciphering the Japanese codes 
without aid. I had not. Nor were any of my plans ful- 
filled, for as we shall soon see I hud no need of them. 
Hut I was preparing myself for failure. I might need 
assistance. 

By now I had worked so long with these code Lele- 
grains that every telegram, every line, oven every code 
word was indelibly printed in my brain. I could lie 
awake in bed and in the darkness make my investiga- 
tions — trial and error, trial and error, over and over 
again. 
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Finally one night I wakened at midnight, far I had J | ^ | 
retired early, and out of the darkness came the convictian^^j 'J 
that a certain series of two-letter code wardaabaolutdy r 

muat equal Atrurando (Ireland). Then other wards J % 5^4" 
danced before me mi rapid succession: dakurite u (inde- ^ 
pendenoe), DaUem (Germany), otoari (atop). At last J ] 
the great discovery! My heart stood still, and I dared X f 
not move* . Was X dreaming! Was I awake? Wil l ^ | 

losing my xmndf A soliztionf At last — and after all J 

these months! j £ 

I dipped out of bed and in my -eagerness, fori knew 4 

I wasiwake now, I almost fell down the stairs. With 
trembling fingers 1 spun the dial and opened the safe. 1^ jjK 
ff^bed my file at pap*, and rapidly began to 
notes. ® ' f a 



notes. 



WI UB PO MO H- BE 
a i ru ra n do 



(code) 
(Ireland) 



The word independence should follow Ireland, for 



Ireland was then 



independence 
hen fighting 



far her freedom. 



# 

m 



WI UB FO MO n. RE BE OS OK BO (code) ± | 
a i ra x* . n do do. ku ri tsu (Ireland 

independence) ^ 

. . The only proof here of A eorrect aolutum^ia the repeti- yH 
tion re re. ? 

dodo . ; , "«rJ 

Now, one of the frequent repetitians in the code met- 
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Kvcn Ih'i mi ut!l chart con vi nets rue that I am on tin* 
right track, for uu lmur I ii&Uil in anil other 

identifications until they had all been proved to my satis- 
faction. 

Of course, I have identified only part of the kana — 
that is, the alphabet. Most of the code is devoted to 
complete words, but these too will be easy enough once 
all the kana are properly filled in. 

The impossible had been accomplished! I felt a ter- 
rible mental let-down. I was very tired. 

I finally placed my papers in Ihe safe, locked it and 
leaned back in my chair, checking up my blunders, and 
at the same time wondering wliat this would mean to the 
United States Government. What secret* did these 
messages hold? Churchill would want to know of my 
accomplishment. Should I telephone him at this hour? 

N o, l would wait and dictate a letter. 

1 was unbelievably tired, and wearily climbed the 
stairs. My wife was awake. 

*' What’s the matter?” she asked, 

“I've done it," I replied. 

“I knew you would.” 

“Yes, I suppose so.” 

“You look dead.” 

“I am. Get on your rags. Let's go get drunk. We 
haven't been out of this prison in mouth*.” ^ 
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CHAPTER XV 
A Missionary Cryptographer 

The next morning, or rather the same, I dictated a 
long letter to Churchill, outlining in detail what the 
reader already knows. I did this for two reasons. Gen- 
eral Churchill was always interested in the details of 
my bureau, and besides I had no small measure of pride 
in having solved the Japanese codes and wished a record 
in the War Department files. Churchill had been espe- 
cially anxious to have a few Japanese telegrams in his 
possession when we went to Congress for the Military 
Intelligence appropriation. These I promised him in 
ample time. 

I shouldn’t wonder but that this letter sounded a bit 
youthful. Even yet, the memory of those exciting days 
thrills me. 

When General Churchill received my letter he did 
not wait to write, but telephoned his congratulations, and 
told me that those in authority would hear of the new 
success of my bureau. Judging by the tenor of his 
voice and words, he was more excited than we were. 

After dictating the letter I instructed my secretary 
to tell my cleverest cryptographer, Charles Mundy (I 
shall call him this for want of a better name, for he now 
holds a position that might be jeopardized were his past 
history known) that I wanted to see him. 
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When he come in I knew by the expression of his 
small eyes that looked at me through thick lenses that 
he already knew of the breaking of the Japanese dip- 
lomatic codes. In fact I hod sensed an air of excitement 
throughout the cilice. Every one had anxiously been 
awaiting the breaking of this code and no doubt had 
guessed of my success by my manner. 

When I showed him a port of my analysis, he smiled 
his pleasure. 

"How are the Russian codes progressing?’* I asked. 

"We’re still working on the manuscript,” lie said. 
“The code doesn’t look very ditKculL.” 

"I may be wrong,” I told him. "But I have the feel- 
ing that these Japanese codes will make history. I need 
a J apanese scholar to read them. I have already can- 
vassed the United States for one without success. I’ll 
find one somehow or other. But you know how trans- 
lators are. It’s one chance in a thousand that he will 
ever develop cipher brains. In my opinion it may be 
cosier for a cryptographer to leam Japanese than for 
a Japanese student to learn cryptography. I'm going to 
give some one here an opportunity to study Japanese. 
I’ll give him a year, or two years if necessary, to leara 
the language. I'll get a fund from Washington for this 
purpose. Row the person I select for this job need no 
longer liave any strings attached to him. He need re- 
port to me but once a month to com incc me of his prog- 














I could see his little eyes bum with desire. I have 
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-All thi^ looked rather hopeless, but I kept at it and 
finally discovered a retired missionary of some sixty *-?*£ 
years of age who I was told was one of America’s best *• ‘t* 

i /M# #» 

,T apunese scholars. J [ paid his expenses to New York and ‘ v' r 
after sizing the man up put all my cards on the table and 
tried to intrigue his mind with the mystery of codes J*jf* 
and ciphers. 

V -I 

lie demurred at first and I thought he was afraid to 
attach liimself to an under-cover organization that was 352 , 

® /VI ■ I 

prying into the affairs of foreign governments. But I vi& 
suddenly learned that he was just a good horse-trader 
and was holding out for more money than I had at first ><£=;' 
offered. AVe finally came to an agreement, and he '/jQ 
immediately moved his family to New York. \krj| 

I now regrouped my cryptographers, and selected the . . 

, iw’. •■if* 

most rapid and accurate clerks (accuracy on the part of f,£*\ 
clerks will often save months of futile investigations in 
the decipherment of a code) for the Japanese Depart- mt f ft 
ment. • .'JV 

«n_iy.y 

I selected the largest room available, placed our long 
whiskered missionary and thick-spectacled cry.ptog- f'*? 
rnpher at adjacent desks, and changed the locks and :- J V 
kevs. 

* ... 

The Black Chamber, housing as it did so many per- 

sons of queer sorts, seemed almost like a menagerie, but ' V’ '■ 

* '^■ 7 

I ne\cr failed to laugh to myself every time I went into _ -7 
the Ja panese Department and saw this benevolent-faced, 7^ 
whiskered, old missionary as he puzzled over Japanese [?* 
words, kail a and code groups. lie was instantly the _ > 
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favorite of Lhe whole office, lie was so gentle and so 
very frightened at tlie mystery and secrecy. I lmd never 
expected to live to see a missionary engaged in espionage. 

I don't think he ever quite realized what he was doing. 

However he was a good translator and in February, 

1020. I sent to Washington the first translations of 
Japanese decipherments. When General Churchill re- 
ceived these messages he took them at once to the Chief 
of Staff and to officials of the Stale Department, and 
told me personally that he considered their decipherment 
the- most remarkable accomplishment in the history of 
code and cipher work in the United States* He told me 
to extend to my assistants his personal regards and' 
official congratulations. » 

I do not make these statements to magnify the aecoin- ^ 
plishments of the American Black Chamber. IfLstory 
alone will decide those things. I cite them as a tribute to 
the ft lie general officer under whom we served. Ife knew 
and understood that men and women to succeed at cryp- 
tography must be inspired both by u p;ission for the 
science and by sympathetic leadership. Certainly, no 
human bring would burn up his heart and brain without 
the latter. 

On June 12, 1020, our missionary made the following 
translation of a Japanese code message from the Japan- 
ese Foreign Office in Tokio to the Japanese Ambassa- 
dors to Washington and I-tondon. The italics are mine. 

A cabinet council has decided on a partial 
evacuation of the Japanese army from districts 
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did not disLurb the stcnd\ How <■' Japaneie translations. * 

. ! 
for in six months Mundy hud accomplished the unheard- j 

of thing of mustering the reading uf the Japanese lan- ■] 

guage. lie had do ne well in bix months what it t akes \ 

army office rs in Japan three ye ars to d o poorly . He had 

the greatest capacity for languages of any one I have ] 

ever known. "Even back in 1917 when he came to MI-8 . 

he had this facility, but cryptography had sharpened ; 

his intellect. He had no originality of mind as a eryp- ij 

tographer, however, and needed assistance when a new j] 

cipher problem confronted him; but ns a sponge for jj 

absorbing languages he had no equal. ’’ ! 

The code I had broken, I designated J a for reference ; j 

purposes — the J standing for Japanese, the a an arbi- , ; 

trarv designation. The next code we solved would be j j 

termed ,7 b, the next Jc, etc. \ j 

Now the Japanese had no intention of permitting us } 

to rest on our laurels, for from 1919 until the spring of - ! j 

■ '* j ^ { 

1920 they introduced eleven different codes. ^>4. i , 

W e learned that they had employed a Polish cipher ■ 1 

■ — i * 

expert to revise their code and cipher systems. 'It took j 

all our skill to break the new codes that this man pro- j j 

duced, but by now we had developed a technique for the j 

solution of Japanese codes that could read anything. i 

Theoretically the Japanese codes were now more scien- ; 

tifically constructed ; practically they were easier to solve 
than the first code, although some of them contained as \ 

many as twenty-five thousand kana, syllables and words. 

The Polish cryptographer seemed to specialize on • 



i 



. i 









J 



M, 

v. 



280 THE AMERICAN BLACK CHAMBER 

ar m y codes, for the Japanese Military Attache s codes 
suddenly became more difficult than those of any other 
branch of the Japanese Government. This new sys- 
tem was elaborate and required ten different codes. 

- ^ The Japanese would first encode a few words of their 

‘- u '* v messa g e j n one code, then by the use of an “indicator” 
jump to another code and encode a few words, then to • 
still another code, until all ten had been used in the 
encoding of a single message. 

Messages encoded in this manner produced a most 
puzzling problem, but after several months of careful 
analysis, I discovered the fact that the messages were 

encoded in ten different systems. Having made this 



discovery, I quickly identified all the “indicators.” From 
this point on it was not difficult to arrive at a solution. 

The Japanese Government must have received in- 
• formation of our successes, because they not only em- 
ployed a Polish cryptographer to revise their codes, but 
also began a series of well-planned and secret inquiries 
at the Cable Companies as to whether it was possible 
for the United States to obtain copies of their code 
telegrams after they had been filed for dispatch. 

Information of this type always reached me, for as 
Chief of the Black Chamber, I was not only executive 
and cryptographer, but was obliged to maintain my own 
espionage system as well. 

Early in 1921 there were rumblings of an Armament 
Conference for the limitation Or reduction of arms. No 
doubt anticipating this, the Japanese again launched a 
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structed new codes, but had adopted a new principle in 
their construction. We all dropped everything we were 
doing and concentrated on its solution. 

Our difficulty in breaking this code was due to its 
scientific construction. Although the code messages 
were on their face the same as others (they were all in 
groups of ten letters) we could not discover the real 
length of the code words. Heretofore the code words 
had been of two-letter and four-letter length. We 
divided the ten-letter groups of these messages in all 
their various combinations without success. 

Finally we discovered that three-letter code words 
were interspersed throughout the messages. The code 
words in all other codes had been divisible by two. This 
new element -bf three so confused us that we could not 
even set about solving the code. * ■ 

However, once we had discovered the three-letter ele- 
ments, we quickly solved the messages, and within forty 
days after their receipt were reading current telegrams 
almost as rapidly as the J apanese themselves. Momen- 
tarily, at least, all those in the Black Chamber gave a 
sigh of relief. This new code we designated as Jp, the 
sixteenth code we had broken since my original solution. 

It is of interest to note that Japan and the Soviet 
Union are the only nations which attempt to take ad- 
vantage of the construction of code words of uneven 
lengths. It is a powerful weapon with which to confuse 
the cryptographer, and I have repeatedly urged this 
upon our own government, with not a great deal of suc- 
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that it would be a good plan to move at fre- 
quent intervals so that people in the neighbor- 
hood would not get wise to our activities. l ex- 
plained to him that I felt sure that no one in our 
neighborhood suspected the nature of our work, 
especially in view of the fact that there are 
almost a half-dozen other offices in the same 
block in private homes conducted in the same 
manner as this office. 

. . . He asked whether I would experience any ' 
difficulty in cashing checks during, your ab- 
sence. I told him there would be no trouble at 
all 

in June, 1022, 1 returned from Arizona in excellent 
health, but found my most valuable assistant in a fright- 
ful condition. jHe had been working sixteen hours a day 
. for so long that he talked in«ihgweptljr. with a strange 
hg^itinhiseyes. I ke£t dose watch over him for a week 
or more, for cryptography steals into the blood stream 
and does curious things to people. 

‘ I myself had already had trouble in this respect. Then 
there were the cases of two girls who were near a nervous 
breakdown and asked that I let them resign. One 
dreamed constantly that a bulldog was loose in her room. 
For hours she chased it under and over the bed, behind 
the chair, under the dresser, and finally when die caught 
it, she found written on its side the word code. The other 
girl dreamed each night of walking along a lonely beach, 
weighed down by an enormous sackful of pebbles. She 
struggled along for miles with this heavy burden on her 
back, searching for pebbles that matched those in the 

* ^ k-"’* s* 
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bug. When. she found one that exactly matched she 
could lake the duplicate from the bag and cast it into 
the sea. This was her only method of lightening the 
burden that weighed so heavily upon her shoulders. 

It was therefore with some concern that I observed 
my assistant. Finally he came to me of his own accord 
and told me he was bec oming afraid of himself . I told 
him to go away for a couple of months and try to forget 
codes and ciphers. Upon his return he said that he wished 
to give up cryptography and try something else. We 
finally found a good position for him in another field. 
I suspect that he does not now regret his step. 

Not long after I returned from Arizona I was 
ordered to Washington for a conference with Colonel 
Ileintzelman. He had just been promoted to a 
Brigadier-General and would shortly be relieved, be- 
cause the Director of Military Intelligence is not a gen- 
eral officer. When a Director is promoted to a General 
he is relieved by a Colonel. Colonel Nolan had been re- 
lieved because he too had been promoted to a Brigadier- 
General. 

“Yardley,” General Ileintzelman began, “I have 
talked about you to the Chief of Staff, General Pershing, 
and the Secretary of War. You are to receive the Dis- 
tinguished Service Medal.*' 

I could only connect this in my own mind with the 
part played by the Black Chamber during the Arma- 
ment Conference. It was a surprise to me, for no matter 
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what may be said about my organization, it can never be ^4|p 
charged that any of us ever played politics, either fors&jj 
promotions or for honors. In fact, we were happy to re-S ffi 
main unknown, hidden behind curtains, as long as our^flS- 



work was useful to the United States Government. 
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each other’s headquarters, so also in diplomacy states- 
men do not protest against the solution of each other’s 
messages. Howeve r, if foreign^governments l earne d 
that we were succes s f ul th e y would immediately change 
their codes, and we would be obliged a fter years of 
strug gl e to begin all oyer again. For this reason the 
War Department would need to draft the wording of 
my citation in a manner that would not lead foreign 
governments to suspect the skill of the Black Chamber. 

After discussing with him some of the new problems 
of my office, I returned to New York, and within a few 
weeks was again ordered to Washington. 

I was to appear before Secretary of War Weeks 
at two r.ar. to receive the D. S. AI. On the way to his 
office I asked General Heintzelman if Secretary Weeks 
really knew why I was being awarded the D. S. M. He 
assured me that the Secretary was one of the most ardent 
supporters of the Black Chamber. 

I felt rather silly standing before the Secretary of 
War, as he read my citation that seemed to have very 
little to do with the breaking of codes of foreign govern- 
ments, but I was relieved when he pinned the medal on 
my lapel, for with a twinkle in his eye he winked at me. 
The wink pleased me immensely. 

The vague phraseology of my citation and the note 
from my secretary to me while I was in Arizona gave 
some idea of the fear on the part of Washington that our 
activities would be discovered. We were not only asked 
to move our office from time to time, but many other so- 
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called precautions were taken to keep our identity secret.' messages. \ 

, T.^lwL > As Chief of MI-8 my name was known in every cor- ■*/:'«"! telegrams ar 

/ > uer of the earth, for I had to sign all letters dealing with 'i ;,~i an incontestd 

~ ”* m |V. T 1 1 

codes and ciphers. Aside from this I was well known to had decipher 

English, French and Italian cryptographers during the diplomatic ar 

. .war, as the Chief of MI-8. If a foreign government^ came around 
‘ ' wished to find out whether the United States still main- /rf§?*3 was told tha 

tained a Cipher Bureau, the first thing their secret agents ' — Bureau, and 

C * j^ ,4, Jiv v, T 

. would do would be to locate me, and of course my address. The situatioi 

£ i •Vj i11 

Was on file with the Adjutant-General of the Army. . •*' * officer knew t 

• * TSx m 

It was really useless to attempt to hide my where-^^ji^ was nothing 1 

ji f a ^ ou ^ s » but ^ tbe a fl em pt seemed to please Washington, It certain]; 

• I made no protests. My name was not permitted in theJ;|^^,J experts give \ 

telephone book, mail addressed to me was through a How did the; 

cover-address, etc. ' a Navy Cryp 

Washington was especially concerned that I keep up their office 

away from congressional investigations. During the cause of their 

investigation of Secretary of Interior Fail], my corrc-' This morni 
spondent in Washington telephoned me for God’s sake 'S-^' 1931, 1 was in 

to lie low for if I was called upon to decipher the Fall \ ington that th 

messages we would be ruined. ' had one thous 

# , # 

During the Senate's investigations of the authen- , turned over t< 

ticity of the Mexican cipher telegrams published in they couldn't 

the Hearst papers that produced such a scandal, I was very enlighter 

in Washington and had a good laugh with one of my V” 'f the Blac k Ch 

.■ minor correspondents. Why, I do not know, unless cr yptograph er 

the Navy still advertised itself as it did during the war, “ been closed by 

but in any case the Senate appealed to the Navy for its In spite of 

opinion as to the genuineness of these Mexican cipher. : : J £ ' regarding our 

'-ifl : 

- : ' 
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messages. 



We in New York Lad already analyzed the 
telegrams and could, at a moment’s notice, have given 
an incontestable opinion as to their authenticity, for we 
had deciphered thousands of Mexican code and cipher 
diplomatic and consular messages. The Navy, however, *■ 

came around to my correspondent for his opinion, but 
was told that the War Department had no Cipher 
Bureau, and did not know a thing about the subject! \\ 

The situation was especially ludicrous, for the Naval 
officer knew that my correspondent was lying, but there 
was nothing he could do about it. 

It certainly amused us both to see so-called Naval 'f 
experts give their opinion about the Ilcarst documents- 
How did they become expert? The last I had seen of 
a Navy Cryptographic Bureau was when they closed 
up their office and placed a liaison officer in MI-8 be- 
cause of their failure to decipher a single message. 

This morning, and I am now writing of February, 

1981, 1 was informed by a friend just back from Wash- 
ington that the committee investigating Soviet activities 
had one thousand Soviet code messages which had been 
turned over to “Government experts” to decipher, but j 
they couldn’t be solved by these experts. This was j 
very enlightening, for it had been my impression that | 
the Blac k Chamber had a monopol y on experienced 
cr yptograph ers, and the Black Chamber had long ago : 
been closed by the government. 

In spite of all the precautions to maintain secrecy 
regarding our activities, we were once nearly given away 
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through our kindness in giving a helping hand to Bruce 
Bielaski while he was conducting under-cover investiga- 
|tions of rum-runners off the Atlantic coast. 

| He was intercepting by wireless a great number of 
(cipher messages to “mother** ships along the coast, which 
(lay beyond the twelve-mile limit, waiting for oppor- 
|tune moments to discharge their cargoes of fine wines 
'and liquors to rum-runners. Bielaski, with whom I was 
f closely associated dining the war when I was Chief of 
MI-8 and he Chief of Investigations of the Department 
I of Justice, knew of my present activities and asked if 
I minded if one of my assistants deciphered these mes- 
sages. I said up, so long as it did not interfere with 
four work. He gave my cryptographer two hundred 
dollars per month for this, and often when the latter! 
needed help I assisted in the decipherment of these boot- 
leg cipher messages. 

Finally Bielaski decided he could win a case for con-' 

> spiracy by presenting as evidence several messages we 
had deciphered that showed conclusively the nature of j 
the activity of a mother ship off the coast of Atlantic- 
City. He sent his coast guard out to haul in the vessel, 
which, as I remember, contained about a hatf-million- 
jdollar cargo. .7 a 

He was all ready for the trial, and called me up tic 
tell me that be would need expert testimony on the de- 
cipherment of the messages. I nearly dropped dead 
. when he made this request, and told him emphatically ! 
that I could permit no one connected with my office 
"Vvfc yvu. IS i Oca 
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to give such testimony. To do so would disclose our 
secret activities. The newspapers would be full of the 
activities of the Black Chamber. Foreign governments 
would change all their codes and years of labor would be 
erased. Needless to say, this ended our connection with 
bootleg cipher messages. 

Despite all our precautions, however, some one, or ' 
some government suddenly became interested in our 
secret activities and went about learning what they 
could in the manner I knew they would follow, for I 
had not been connected with espionage all these years 
for nothing. 

For several weeks now I had known I was under ob- 
servation. Whenever I ventured on the street, which 
was no more than once or twice a day, I sensed this 
shadow behind me. But to make certain I employed a ~ 
private investigator. After this when I appeared my 
unwelcome friend sprang from nowhere and strolled 
along well behind me, and behind him too ambled my in- 
vestigator. We were of course now certain that I was 
being watched. For what purpose? My man en- 
deavored to discover this by following my shadow after 
I returned to the office, but he was too clever. He also 
sensed that he was covered and at the proper moment 
eluded pursuit. 

Nearly every day late in the afternoon I dropped in 
at a speakeasy in the West Forties for a cocktail or 
two before dinner. As the bar was always jammed, 
more often than not one engaged a stranger in conversa- 
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cab. From the mail-box in the vestibule I learned the 
location of her apartment and helped her as best I 
could up the first flight of stairs. I fumbled for. her 
hey, and in another moment roe were in a beautifully 
furnished two-room apartment. Once inside she lay 
down on the couch and instantly fell into a deep labored 

Bleep* • ■ ■ 

- 1 quickly searched the apartment and discovered what 
I was looking for in the handkerchief drawer of her 
dressing-table. It was a typewritten note that must 
have been delivered by messenger the day before. It 

wad? . ; . '! 

Have tried io reach yon all day by telephone. ‘ 
See mutual friend at first opportunity. Im- 
portant you get us information at once. 



The message was unsigned, unaddressed. 

I bent over to see if she was still asleep, gently took 
off her slippers, covered her with a blanket and quietly 
let myself out. - '■ 

The next day die disappeared and left no trace of | 
her whereabouts. Who employed her, just what infor- 
mation her employers wanted I have no way of know- 
ing. However, whatever they wanted they must have 
wanted' badly, for the next night the office door was 
forced, cabinets rifled, and papers scattered all over 
the place, I took it for granted that they had photo- 
graphed the important documents which they required. 
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CHAPTER XVHI 

• • ^-.The Secretary Sees the President ' ' v ^ 

r* " '.'I ••' * •••,.. ** 

The Black Chamber did not deal solely with the dip- 
§;■-* lomatic codes of Japan, We solved over forty-five 
% v thousand cryptograms from 1917 to 1929, and at one 
time or another, we broke the codes of Argentine, 
Brazil, Chile, China, Costa Ricaijf Cuba, England, 
France, Germany, Japan, Liberia, Mexico, Nicaragua, 
ioCU* 2 Panama, Peru, Russia, San Salvador, Santo Domingo, 



H& tfr*** We also made preliminary analyses of the codes of 
many other governments. This we did because we 
: never knew at what moment a crisis would arise which 

wou ^^ require quick solution of a particular govern- 
&£'. VP 1 ™*** telegrams . 4 Our personnel was 

, limited and we could not hope to read the telegrams of 
all nations. But we drew up plans for an offensive, in 
the form of code analyses, even though we anticipated 
no crisis. We never knew at what moment to expect 
a telephone call or an urgent letter demanding a prompt 
solution of messages which we had never dreamed would 
\ interest the Department of State. 

Among these preliminary studies were the code tele - 1 
grams of the Vatican. But our analysis of the Vatican 
- code nearly got me into trouble, and was abandoned 
under rather rare circumstances. % ^ ’ ^ 
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A new Director — I shall not give his name — had 
been appointed* and I was ordered to Washington to 
outline the history of the activities and accomplishments 
of the Black Chamber* and to give him my plans tar 
the future. 

The new Director, his executive officer and I were 
lunalnng at the Army and Navy Chib, when the Di- 
rector asked: ; 

“Yardley, what code do you plan to solve next?” 

“I don’t know, but the Vatican code telegrams rather 
intrigue me. Our preliminary analysis shows that they 
can be read. ’. . ” ’ A 

I noticed with amazement that the Director’s face 
went very white. At the same moment the executive 
officer gave me avitiou* kick under the table. It . 
scarcely needed the injury to my shins to make me 
realize that the Director wa s a Catholic, but it gave me 
an opportunity to cover up my co nfusi o n. 

My voice was a bit tremulous, but I began again: 

“Our preliminary analysis shows that they can be 
read, but I personally feel that it is unethical for us to . 
inquire into the Vatican secrets. I hope you concur 
with my view;” * 

The word unethical sounded a bit s tra n ge in its as- 
sociation with the activities of Ihe Black Chamber, but 
in this case it was effective, for the blood slowly re- 
turned to the Director’s face. 

: "You are quite tight, Yardley,” he said. “I wouldn’t 
bother with the Vatican code telegrams. I’m glad to 
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see that you recognize that there are certain limits that * 
we can not exceed in the espionage necessary for the VjJ,’, 
successful operation of your bureau.” * \ *' ^5-r 

Though the Black Chamber made preliminary analy- 

1 J i". if* * 

ses of many codes that it was never called on to solve, t 
it was on the other hand required to solve all the codes " 1V £JC 
of certain countries even though they gave our govern- ' -Jvs? 
ment no information of any value, since at the moment 'M%-t 
there were no important questions being discussed. This 
was done of course with only a few governments, and 
was necessary, for only by continuity is it possible to •»] 
keep up with the changes that the codes of all govern - r 
m eats gradua l ly un dergo. In fact the success of a Ci- ■* 
pher Bureau in breaking new codes is often dependent fes*'.; 
on continuity. If we read a particular government’s . / 
messages over a period of years, when the code is sud- 
denly changed, it is less difficult to break the new one, . 
because, having observed this government make slight 
improvements from year to year, we are familiar with ■ 
the line of reasoning of the expert who is compiling the ' ' 

codes. Each government has pet theories about codes 
and ciphers, and as long as the same man compiles them, ' \ *! 
we assume, when confronted with a new code or cipher, y 
that we are dealing with his particular type. 

Let us take the Mexican Government as an example. ‘ / 

In 1917 they enciphered their messages in simple substi- - ■'% , 
tut ion ciphers, of the Gold Bug type. Shortly after- • 
ward their cryptographer evidently thought these un- *’ 
safe, for he adopted multiple substitution ciphers. , y' S-' 
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code words and the plain text words for which they 
stood was thoroughly mixed. In Chapter VIII 
there is quoted a page from a German trench code that 
shows how a thoroughly disarranged code is con- 
structed. The illustration facing page 313 also shows 
a thoroughly mixed code in use by the British Foreign 
Office during the Washington Armament Conference. 
The latter is what we call a “skeleton code.” At this 
stage about thirty-five hundred words had been identi- 
fied# The British Government seemed to prefer small 
codes of only ten thousand words and phrases. 

We have now watched the slow development of Mexi- 
can means for the encipherment of their diplomatic 
messages. They had started with simple single substi- 
tution ciphers and had gradually reached the stage of 
the disarranged code. It , was by continuity that we 
were able to solve them so readily . Oyer a .period of 
yea rs we learn ed not only t heir pet theories on so- 
raljed_jn decipherable codes and ciphers, which assis ted 
us immeasurabl y, but also became familiar with their 
stock expressio ns or p hraseology. No cryptographer 
can hope for rapid solutions unless he has this back- 
ground to assist him. Aside from this, if no attempt is 
made to decipher messages during quiet periods when 
there seems to be no likelihood of important issues aris- 
ing, the true aims and intentions of a government can 
not possibly be ascertained. One never knows at what 
moment another government will start a movement 
prejudicial to our interests. 
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the analysis of the solution of this message, but he was *?-’<! 



now frowning at me again. “ 

V./£A'»si 

“Now, Yardley, I have a most unusual story to tell 
you. Yesterday morning, a few moments after this % 
message arrived, the Secretary took it over to show it s*5S5 
to the President. The President glanced at your deci- '■* ml 
pherment, then, handing it back to the Secretary, said* 

‘Yes, the Attorney-General showed that to me a few ^ Vio 
moments ago. He just left.* ” 1 ■■ 

He paused and eyed me furtively. He waited for ‘‘ 
some comment. I made none, for I knew now what 
was coming. ■> - -- ' * 

At last he said very slowly and deliberately: ' 

“Now, tell me if you can, how did .the Attorney- 
General get a copy of this message f* He said this as 'rjgLjj 
if he were exploding a bomb. 

Some one, perhaps the Secretary, had tramped on his ^ 5 **jl 
toes, for he was very angry by now. 



es, for he was very angry by now. 

“That’s easily explained,” I answered, “though you _ 
av not vourself anDreciate the explanation. You 



may not yourself appreciate the explanation. You .SfyfP 
see, during the war the department that I organized was 7\^‘ ' 
the central Code and Cipher and Secret-Ink Bureau i M \~\ 
for the War, Navy, State and Justice Departments/- .‘ £ m . 
’At that time the Department of Justice had on their o /)tV 
pay-roll an r gent who had dabbled in ciphers. The * 

Jr. Department of Justice contributed his services when . '>•. 

* , ~ -IJT Y'* 

we asked for him. He became expert. So after the' 
war, when we moved to New York and organized as a -i, Vl' 

civilian bureau on secret pay-roll, though we severed 
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controversy, but I was long past attempting to antici- 
pate the Department's vagaries. 

We maintained a clipping bureau of our own, and in- 
dexed all articles in the New York Times and a few other 
papers regarding any international controversy, so 
that we could review what had been mentioned in the- 
newspapers without any research. A perusal of the 
clippings regarding this controversy showed that one of 

y y , J 

the questions was the disposition of the City of Arica. }--r£^£7 



We reasoned therefore that the phrase ciudad de Arica 
should occur at least once. 

As we had deciphered the Chilean and Peruvian codes 
during the war and were familiar with their construc- 
tion, we assumed that this message was encoded in an 
alphabetical system; that is, one in which the words 
retain their alphabetical sequence and the code words 
their numerical order. The codes we had solved during 
the war were, however, five-letter code words instead of 
five figures. 

Our analysis told us tiiat the code word occurring most 
frequently was 361 66, which we assumed as de and in- 
serted’this meaning throughout the message. As ciudad 
de Arica should occur, we began to look for a word that 
followed de that would fit for Arica — the code word for 
Arica should begin with 00 . . . since Arica would occur 
early in the code book itself. After several hours’ search 
we gave up 36166 as meaning de and filled it in as en. 

As en brought no results, we temporarily abandoned 
the solution of 36166. 



ica \e 3 



( 

/ 














THE AMERICAN BLACK CHAMBER 



M,.-. 

\ 1 

A.- 1 . *« 

r : -i 



P ■/ 

S ! I 

5 I 






» -f 'i 

We now selected 27350, another high-frequency V'^rV 

J#-* 

froup, to mean de, and again began our search for ' ' ^ 



group, to mean de, and again began our search for 
ciudad de Arica , which we finally tentatively identified. 



In this manner after the first day we filled in only ' '-^3 
ich words as de, en, el, que , y, a > etc., and were rather 



curred only once. ‘ 

The next morning, however, we fortunately identified' 



lated, as the Secretary of State said , etc. 



either the Chilean or Peruvian Ambassador, and that the -”"rV' 
message reported a conversation with the Secretary of 
State about the Tacna-Arica controversy. Also that if 7 
they wanted a quick solution he should send us a resume * ; 
of this conversation. It was the Secretary’s custom to ■ * J 

_ — • — ii — i n~ 1 1 ■■ — j - 

dictate resumes of conversations immediately after a con- 
ference with _a representative of another governments < 
These jvere often ^ sent to us and were invaluable in the \ « 
solution of new cod es. 

The resume arrived the next morning, and within a 'J’V** 
few days we had deciphered the entire message, which • 
turned out to be from the Peruvian Ambassador to his ■ Tv • 
home government in Lima. A part of the translation 1 ' 

^ J i 

is quoted: ' 
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and sat smoking while he made up his mind to tell me, 
in his secretive way, what was on his mind. v 

“Yardley,” he finally began, “I have wondered for a 
long time whether our own codes are safe.” Another ; WaBm. 
long pause. “It may be possible for me to get copies of 
some of our coded messages so, that your office can see ^^ppl 
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Plett’s Cipher Machine, a modification of the famous Wheatstone crypto- ' 

graph. The inner disk contains twenty-six spaces, the outer twenty-seven. ^ \ 
The machine is so constructed that with each revolution of the inner disk it 
changes its position one space. The alphabet may be changed at will. : , . / ; 
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between these two machines tapped the wire, he would 
have intercepted nothing but a jumble of letters. In 
cases where instantaneous transmission and decipher- 
ment was not practicable Hie operator first enciphered 
the message by striking the letters on the keyboard and 
tamed the resultant cipher message over to the cable 
, company. When the cipher telegram reached the ad- 
; * dressee, he adjusted his machine, struck the cipher letters 

on the keyboard and the original telegram appeared be- 
fore him..’ - . 

f VAu “This machine filled every requirement of simplicity 

Ku )i of operation# speed and accuracy. But it teas not inde- 
cipherable . 

"There have been many cipher machines invented. 
fit ***, One in particular was so ingeniously contrived that there 
no repetition for four billion letters, Or at least that 
bd is what the inventor thinks ; for you see, there again you 
have the amateur attempting to escape repetitions by a; 
* a - A . series of disks, tapes, electric impulses, etc. These mar 
' okines fill your needs in simplicity, speed and accuracy, 
*0^ if you adopted them, you could discharge ninety per 






•ssas 












cent, of your code clerks, but all these machines are in- 
ven ^ e ^ by people who haven’t as yet grasped the fact that 
V, there is no method of avoiding repetitions. To the eye 






£ j- am these machines, as well as innumerable other ciphers and 
types of codes, do escape repetitions, but mathematical 
formula will reveal them.” - \ 

' , V “If this is true, and I am ready to admit anything 
-v you tell me, how is it possible to construct any practicable 
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means of secret communication that is indecipherable ?’* ^ ^'// T | 

“There is no way as long as the attempt is made to Pa r>v >»^r! 

■ ■ ■ • • |J. ■< ^ * i 

avoid repetitions. YAe only indecipherable cipher is one ^ ■< ; 

in which there are no repetitions to conceal . Therefore k j 

no need to attempt to escape them.’* *w-<r ' 

"There is such a method?” , . * . 

“Yes.” • ; - ( ; 

"It can he made practicable by some such machine as j 

the American Telephone and Telegraph machine that 
you described?” * ! 

“Yes, though for small offices the machine need he no ' 

larger than a typewriter. If and when the Government ! 

of the United States adopts such a system, and not until |i 

then, may they have absolute certainty that their mes- j 

sages will never be read by a cryptographer. Sooner or " j 

later all governments, all wireless companies, will adopt ] 

some such system. And when they do, cryptography, as jj 

a profession, will die. ■ , - , , „ . r jj 

“I hope you now understand why I prefer not to write • *- j] 

a memorandum for your Code Bureau. Even with all !j 

my experience, I wouldn’t know how to go about com- .j 

piling an indecipherable code or cipher along the con- ' jj 

ventional lines. There is only one indecipherable means ■ ■ 

of communication, and its adoption would require the 
Department to revolutionize its antiquated methods. 

I’m afraid there is’ nothing that either you or I can do . jj 

about it. : 

1 ii 

“What I have said might have seemed disrespectful jj 

to the Department, but I'm sure you appreciate my jj 
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CHAPTER XX 

The Black Chamber Is Destroyed 

In the latter part of 1928 the newspapers were full 
of the Anglo-American naval race. The British in 1927 
had walked out on Hugh Gibson at the conference at 
Geneva, but when President Coolidge recommended the 
' fifteen-cruiser bill which would bring us to parity with 
England, the British statesmen suddenly changed their 
tone and decided after all that perhaps it might be well 
to enter an agreement with America on limitation of 
cruisers. 

Everything pointed definitely to a conference in 1929. 
We therefore set about to prepare ourselves to play an 
important part, as we had done in 1921-22 at the Wash-, 
ington Armament Conference. 

This was not a simple matter. The Black Chamber 
had entered a critical period of its history. It became in- 
creasingly difficult to obtain copies of the code telegrams 
of foreign governments, and we were forced to adopt 
rather subtle methods. Our superiors did not always 
assist us in the measures necessary to maintain the flow 
of telegrams into the Black Chamber. 

I envied the foreign cryptographer, for he had no such 
problem to worry over. AH coded messages were turned 
over to him as a matter of routine, as they were to us 
during the war. In fact England, in her license con- 
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\ I ants, I studied it a long while in silence before I had ' 

1*^0 ? the courage to open it. v . -2^ 

i ^ ^ Finally I ripped it open. The first words spelled our 3 
j doom. The letter was almost illegible, full of exclams- ^ & 
^ v ! V ^ ons > what-not. I put in a telephone call for more 
details. ' 

£ . My informant told me that the messages I had sent r ;vpS 

., * r down were given to the Secretary, who wished to know ; 

1 how they were obtained. When informed of the Black : J 

^ j Chamber he had totally disapproved of our activities f 
and ordered that all State Department funds be with- 
Yy drawn from our support, and that the State Depart- 
| ment have absolutely nothing to do with our organiza- 

^ ? tion. He took the position that we should not supervise . ; 

^ d L the telegrams of foreign governments. This of course 
r spdled the doom of the Black Chamber which waa'Ji^l^H 

V >> 5 nnw fiimnnrtnl almost, total Iv hv State Uenartment ' 



now supported almost totally by State Department 
funds. • 

I slowly hung up the receiver and turned to my secre- 
tary, who had been with me for ten years. She had 
gathered the meaning of the conversation. Her face 
was as white as death. V v:.^y 

*Tm sorry,” I said inanely. *T guess we’d better - 
call in the others.” 

When I told them the decision at Washington, they 
all stared at me with uncomprehending eyes. Most of 
them had devoted many years to cryptography, work- 
ing secretively, not even their most intimate friends 
being aware of their real accomplishments. That 
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